DECREE
133
of the National Security Authority

dated from 26 March 2009

on the content and extent of operational documentation kept by the certification authority

and on the security rulesfor the execution of certification activities

In accordance with Art. 14 Para. 1 Letter j) oft Aon. 215/2002 Coll. on the electronic

signature and on the amendment and supplementatijparticular acts (hereinafter referred to as
‘the Act’), the National Security Authority (hersfter referred to as ‘the Authority’)
establishes:

b)

Art. 1
Subject of theregulation

This decree regulates:
the content and extent of the certificatiorhatity’s operational documentation,
security rules and Certification Practice Stegat of the accredited certification authority.

Art. 2
Definitions

For the purposes of this decree,

paired data denotes a pair consisting of thiigokey and private key corresponding to the
given public key,

a security measure denotes a technical, peesonadministrative element of protection, the
purpose of which is to maintain secure and reliaikcution of certification activities,

the type of certificate and time stamp denotgaup of attributes characterising the issued
certificate and time stamp with regard to price aadommended use; the certification

authority may issue certificates and time stampgabus types.

Art. 3
Documentation of the certification authority

(1) The certification authority shall process, [xe@d update documentation on the execution

of certification activities.

a)
b)
c)

(2) The certification authority’s documentatiomtains:
operational documentation,

security rules,

Certification Practice Statement.



Art. 4
Operational documentation of the certification authority

The operational documentation of the certificatomhority contains:
a) the certificate policy,
b) template contracts on the issue and use afdtidicate,
c) the price list of certification services prosd
d) operational records,
e) other records which the certification authodeems expedient.

Art. 5
Certificate policy

(1) The certificate policy contains:
a) information stating for whom and under whicmditions the certification authority provides
its services,
b) restrictions in the provision of his servicésuch restrictions exist,
c) the types of certificates and time stamps whhehcertification authority issues,
d) the signature policies and time stamp politjes,
e) the rights and obligations of those using #mifccation authority’s services,
f) atemplate of the application for the proviswfrcertification service,
g) rules of use and certificate revocation.

(2) In addition to information specified in Sectid, the certificate policy may also contain
further information, the publication of which thertification authority deems expedient.

(3) The certificate policy of the accredited dasétion authority describes the tasks of
individual persons and the processes relatingtificate administration, as well as the:
a) primary registration of the application forusyy the certificate,
b) application for issuing the subsequent ceeiéc
c) issuing of the certificate,
d) application for certificate revocation,
e) revocation of the certificate,
f) issuing of the certificate revocation list.

(4) The accredited certification authority’s ckcate policy contains the classification of
processed information, the method of its protectemd rules for the provision of said
information to other persons.

(5) For each certificate and time stamp typesués, the accredited certification authority's
certificate policy establishes the information resaey to issue the certificate and time stamp, the

') National Security Authority Decree No. 135/2008lICon the format and method of creating the digali
electronic signature, the method of publishing fghority's public key, the conditions of validifipr the
qualified electronic signature, procedure during ftrerification and verification conditions of theuadified
electronic signature, format of the time stamp aredhod of creating it, requirements on the soufdére data
and requirements for keeping time stamp documemtafon the creation and verification of the elegico
signature and time stamp).



range of applicability of the certificates and tinséeamps and the accredited certification
authority's guaranty for the certificate and tinengp of the given type.

(6) The accredited certification authority’s ckctite policy also establishes the extent and

method of publishing information relating to the@yision of certification services, comprising:

a) the accredited certification authority’s contraddress,

b) the supported standards and protocols for adoethe published information,

c) its own certificates with solution of the methaf replacing them once their validity expires,

d) issued certificates, their publication formatiaan updated index of issued certificates,

e) certificate revocation lists, their publicatifimmat and updating; the accredited certification
authority is recommended to ensure the publishinghbans of at least two methods which
are independent of one another.

(7) The accredited certification authority’s cecate policy provides information on the
execution of the audit and recording of the opereti events.

(8) The accredited certification authority may éaeveral certificate policies for the varying
types of certificates issued.

(9) The structure of the accredited certificatemrthority’s certificate policy is specified in
Appendix No. 1.

Art. 6
Template contract on theissue and use of the certificate

(1) The certificate is issued to the applicanttfa certificate on the basis of a contract on the
issue and use of the certificate.

(2) The content of the contract on the issue a®dai the certificate defines the relationship
between the applicant for the certificate and #wéifacation authority in relation to the certifitea
issued.

(3) The accredited certification authority may @aeveral template contracts on the issue
and use of the certificate prepared for the varyypgs of certificates issued.

(4) The template contract on the issue and usieectertificate contains:

a) the procedure for issuing and transferring ithiBal certificate to the applicant for the

certificate,

b) the procedure for issuing and transferringsiiigsequent certificate,

c) the obligations of the certification authority,

d) the obligations of the certificate holder,

e) possible limitations of the certification autitigs responsibility in the event that the
applicant violates the rules for the presentatioth @ork with the certificates,

f) confirmation of certificate issuance and i@nsfer to the applicant for the certificate.

Art. 7
Pricelist of certification services provided



The price list of certification services providedntains a list of all certification services

which the certification authority provides, togathgth the specification of the current price of
each service or information stating that the degtfon authority is providing the given service
free of charge.

Art. 8
Operational records

(1) Operational records are records in writteelectronic form which are created during the

certification activity.

a)
b)
c)
d)
€)
f)

9)
h)
i)

)

(2) The certification authority shall record aflevational events during the:
filing of the application for the certificatedissuing of the certificate,
processing and storage of the applicant’s paisdata,

issuing of the certificate,

issuing of the cross-certificate,

expiration of the certificate’s validity,

requirements for certificate revocation,

revocation of the certificate,

creation and publishing of the certificate reation list,

manipulation of the certification authority’sipate key,

issuing of the time stamp.

(3) The records of events pursuant to Sectione2cegated, stored and processed in such a

manner as to preserve the demonstrability of thgimr accessibility, integrity, temporal
authenticity and credibility of said records.

a)
b)
c)
d)
e)

f)

9)

(4) The certification authority shall create weittrecords on the:

receipt of the application for the issue otdificate,

transfer of the certificate to the applicantdacertificate,

receipt of the application and of the instigatof certificate revocation,

familiarity of the persons intended to condtive activities related to the provision of
certification services with the documentation andlglines of the certification authority,
training of persons specified in Letter d) inclsua manner that their qualification
prerequisites correspond to the activities perfaime

introduction into operation and modification thie operation regime of tools for the creation
of the certification authority’s electronic signegu in which at least two natural persons
suitable for the activity are required to condwgtioperation and confirm it in written form,
technical interventions related to the operatiad regular control of the technical equipment
and components of the operational information syste

(5) The certification authority may create recopdssuant to Section 4 Letters a) through to

c) in electronic form under the conditions defimedhis certificate policy.

Art. 9
Security rules



(1) The accredited certification authority’s setyurules include the:
a) security policy,
b) security objective,
C) security project,
d) accident plan,
e) security guidelines.

(2) The accredited certification authority shaljplement security measures for the provision
of accredited certification services. The secumigasures are drafted, documented and applied in
accordance with the security rules.

(3) The security measures consist of mechanichit@chnical measures, of measures for the
protection of the electronic signature product ahdheasures for the protection of the elements
of the software and hardware infrastructure in Wwhiee electronic signature product operates.

(4) The mechanical measures are all types of safekg objects, lockable metal lockers,
locking systems, doors, bars, safety foil, wind@and glazing.

(5) The technical measures consist of:

a) electromechanical locking equipment and acaesgrol systems to the building and
protected areas and systems for the electronidication of personnel authorisation and
identity,

b) alarm system equipment serving to detect asdsasunauthorised entry to the building or
protected area,

c) a camera set within closed television circuit,

d) electrical fire alarm equipment,

e) equipment for the physical destruction of dataiers,

f) equipment for the uninterrupted keeping of g file on the activity of electronic signature
means and systems for recording the certificatesxises provided enabling the tracking and
retroactive review of the record, as well as theemination of responsibility for activities
performed,

g) other technical means serving to secure thddihgi protected area, operation of the
electronic signature product, systems for recordhmg certification services provided and
media with backup and archived copies of the dataid systems.

(6) Measures to protect the electronic signaturedyct are measures meeting the
requirements of the special regulatfon.

(7) Security measures adopted by the accreditedication authority must meet at least the
following conditions:

a) in the case of accredited certification sewipeovided in rented premises, the building

2) National Security Authority Decree No. 134/2009 ICstipulating the details on requirements for sealevices
for the creation of time stamps and requirementproducts for the electronic signature (on eled¢treimgnature
products).



owner’s capacity to enter the protected areas snolin must be contractually limited
exclusively to the essential and spontaneous résolaf accidents in the building,

b) in addition to operational premises, the adteedcertification authority must provide further
protected areas for the secure storage of arcloecerdents and data and monthly backup
copies of the accredited certification authoritystem data; said areas must be located in a
building which is not physically connected to thailthng in which the provision of
certification services is conducted,

c) the provision of certification services mustdupported by technical and programme means
reserved exclusively for this purpose and must @begly be separated from other systems
for the certification authority’s ordinary admimnistive work,

d) the technical and organisational measures mnstire the uninterrupted operation of the
accredited certification authority even in event tbe failure of the basic technical
infrastructure, at least on the level of the regigon service provision requirements for the
time stamp function,

e) it is necessary to elaborate and operate ansystem for the continuous control of the
functioning and security of the security means ier@@sures used,

f) it is necessary to elaborate and operate a&sy&r the continuous documentation of all of
the key activities in the system used as well ashefregular and random assessment of
records created in this manner,

g) records on the continuous documentation ofkeéne activities of the system used must be
securely stored on media and in a form which candael for control for a period of not less
than three years.

(8) The accredited certification authority shdierate the security rules itself or with the
aid of external natural persons or legal entitiRegardless of the method of elaboration, the
accredited certification authority shall ensure Idjieal external opposition proceedings of the
security rules. For this purpose, the followinglsba submitted to the Authority:

a) data on the responsible designer of the sgaourtject and his qualifications in the field of
information security,

b) an opposition assessment of the security prgebmitted from an independent external
specialist in information security who is profesgtly authorised to conduct audits pursuant
to the special regulatiof),

c) inthe event of objections from the externgbapent specified in the opposition assessment,
the certification authority shall also submit it8rostatement on the opposition assessment.

(9) In the event of changes to the applicable r#gcuules, the accredited certification
authority shall provide qualified assessment oféffect of said changes on the security of the
accreditation services provided and inform the Autly without delay of the proposed changes
and the evaluation of their effect on security.

Art. 10
Security policy

% National Security Authority Decree No. 132 20@R¢ll. on the conditions for the provision of acdted
certification services and requirements for an aulde extent of an audit and the qualificatiorthed auditors is
repealed.



(1) The security policy determines the basic resuents for the protection of sensitive
information and the obligations of individual pemsaegarding security.

(2) The goal of the security policy is to determiobjects and describe the method of
ensuring the certification authority’s overall setu

Art.11
Security objective

(1) The security objective determines the requaets for the protection of information
gathered, created, processed, transmitted or storeelation to the provision of certification
services.

(2) The security objective contains:

a) the determination of information which is nesay to protect,

b) the characteristics and description of theafdechnical and programme means by means of
which the future accredited certification authortyl conduct its activity,

c) the future accredited -certification authoritygticipated organisational structure with
specification of authorisation for each job title,

d) a description of the space in which the impletaaspecified in Letter b) are located,

e) requirements for the accredited certificatiatharity’s overall security, which is composed
of personnel security, building security, admirasitre security and security of the technical
and system implements.

Art. 12
Security project

(1) The security project is a regulation of thecradited certification authority which
determines the method of protecting the performaraertification activities and the protection
of the electronic signature product by means ofisgcmeasures.

(2) The security project is comprised of:

a) a risk analysis of the infrastructure by meainw/luch the accredited certification authority
performs certification activities, with emphasis gmocedures related to the performance and
recording of certification activities and the eleciic signature product,

b) a description of security risks related to tfmerformance of certification activities and
operation of the electronic signature product,

c) a description of security measures for redudegtified security risks,

d) a description of the implementation, applicatamd control of the security measures.

(3) The determination of the method of protectpegsonal data for certification services
pursuant to the special icis part of the security project.

Art. 13

4) Art. No. 428/2002 Coll. on the protection of perabdata as amended by the most recent legislation.



Accident plan

(1) The content of the accident plan is the esthivient of procedures which will apply in
the event of an extraordinary event. For the pwpas this decree, an extraordinary event is
deemed to be an event which jeopardises the pooviicertification services and is caused by a
failure of the information system for certificatiservices.

(2) A recovery plan is part of the accident plahe recovery plan establishes procedures
intended to restore the proper functioning of thiarmation system for certification services
after an extraordinary event has occurred.

Art. 14
Security guidelines

(1) Security guidelines are regulations of theredited certification authority which
elaborate the establishment of the security objeadtito procedures and work processes which
are binding for all employees of the certificatauthority.

(2) Security guidelines regulate at least theofeihg security measures:

a) the placement and use of the certification@ittfis cryptographic equipment,

b) access control to the certification authoritsf'gptographic equipment,

c) the process of data backup and the storagesdfamvith backup data copies,

d) procedures during accidents and malfunctionthefelectronic signature product, accidents
and malfunctions of the infrastructure jeopardisthg activity of the electronic signature
product and its security as well as the securitypatkup data copies, as well as during
accidents and malfunctions jeopardising the auitigntand integrity of the certification
services provided,

e) safeguarding of the operation of the certifaratauthority’s cryptographic equipment in
emergency or accident situations,

f)  principles of work with the media,

g) the creation and evaluation of operational s written or electronic form,

h) administration of security means,

i) principles of the secure conduct of users addiaistrators of the electronic signature
document,

j) detection of security incidents and the recéfion thereof,

k) monitoring and detection of unauthorised atiggiin the electronic signature product,

l) security procedures related to the performarfazertification activities.

Art. 15
Certification Practice Statement

(1) The Certification Practice Statement detessithe procedure which the accredited
certification authority applies in providing thertifcation services.

(2) The Certification Practice Statement of theredited certification authority contains
procedures and processes related to the:
a) generation of the certification authority’s eairdata, to the method of protecting the



b)

c)
d)

e)

a)

c)

certification authority’s private key and to the tmed of obtaining the certification
authority’s certificate,

generation of the paired data of the applifanthe certificate,

archiving of the certificates,

security of the computer equipment,

control of the procedural security, physicalusgy, computer network security, information
system security and the security of the cryptogaptodule.

(3) The Certification Practice Statement of theradited certification authority also includes
technical specifications of:

the data formats relating to the provisionetitication activities,

references to the applicable regulations,

the standards used in the execution of ceatifio activities.

(4) The structure of the Certification practicat8ment is specified in Appendix No. 2.

Art. 16
Annulling clause

National Security Authority Decree No. 541/20021ICon the content and extent of

operational documentation kept by the certificataarthority and on the security rules for the
execution of certification activities is repealed.

Art. 17
Final provision

(1) The legal acts of the European Community andofan Union specified in the

Appendix No. 3 are overtaken in this Decree.

(2) This Decree has been adopted in accordantetigtapplicable legal act of the European

Community) under notification number 2008/0532/SK.

Art. 18
Legal effect

This Decree shall enter into force on the dayséleclaration.

®) European Parliament and Council Directive 9&&bn a procedure for the provision of informatinrihe field
of technical standards and regulations as amer@éd. 204, 21.7.1998, special edition of the OJhapc 3/vol.
20).



Appendix No. 1
to Decree No. 133/2009 Coll.

STRUCTURE OF THE CERTIFICATE POLICY OF THE ACCREDITED
CERTIFICATION AUTHORITY

1. INTRODUCTION

Basic information on the purpose of the documendefermination of the extent of the usability
of the certificates and time stamps may be pathefcertification authority’s certificate policy.
The introductory provisions also contain contadibimation on the certification authority,
consisting of at least its e-mail address and belap and fax number.

2. GENERAL PROVISIONS
The basic points of departure for legislative lelsd and procedures of the provision of
accredited certification services.

2.1. The obligations of all subjects entering iptocesses related to the provision of accredited
certification services include obligations of the:

a) certification authority,

b) registration authority,

c) certificate applicant or holder,

d) subject operating on the basis of trust in ghesn certificate and/or on the basis of the

electronic signature verified by the given certfie (hereinafter referred to as ‘the certificate

user’),

e) directory administrators.

2.2. Legal guarantees

Description of each subject’s responsibility

a) guarantees and limitations of guarantees prdyide
b) types of damages covered,

c) limitation of potential losses,

d) other limitations of responsibility.

2.3. Financial responsibility
The definition of the certification authority’s fancial responsibility and the precise definition of
its limitations.

2.4. Arbitration procedure and resolution of digsut
Determination of the method of interpreting thetifieate policy, such as the arbitration
procedure, method of resolution of disputes andlaim

2.5. Fees
The specification of fees which the certificationtreority or registration authority charges for
services related to issuing and administratingctréficates.

2.6. Publication of information
The certification authority’s obligations relatedibformation publication, comprising:

10



a) publication of information on the certificatiaauthority’'s own processes and procedures,
certificates and the status of said certificates,

b) the periodicity of the publication of informatio

c) requirements on the use of published informati@administered by a third party of the
certification authority.

2.7. Compliance audit
The certification authority’s declaration in thel@l of audit performance.

2.8. Confidentiality

The certification authority’s obligations relatedibformation protection
a) types of information which the certification laotity must protect,

b) types of information which are not classifiedcasfidential,

c) who will be notified of the revocation of a dctate,

d) policy of providing information required pursuda the Act,

e) cases in which confidential information may Iseldsed.

2.9. Protection of intellectual rights
A description of owner rights to the certificatpspcedures and keys.

3. IDENTIFICATION AND AUTHENTIFICATION

A description of the procedures related to the eutification of applicants for a certificate
before the certificate is actually issued. These@dures are also partially used for applications
for certificate revocation and for issuing the sdugent certificate.

3.1. Initial registration

The basic characteristics of the processes ofifttion and authentification when registering a
subject and issuing a certificate. The basic qoestaddressed in this section include:

a) types of names, rules on interpreting namesjiregents on the uniqueness and advisability
of names,

b) method of resolving disputes regarding names,

c) whether and by which means the applicant foeriificate must demonstrate ownership of
the private key to the public key in the applicatfor a certificate,

d) authentification requirements for organisatiand representatives thereof.

3.2. Issuing the subsequent certificate
Processes related to issuing the subsequent catdigi upon expiration or before the expiration of
the existing certificate, if said certificate hag been revoked.

3.3. Issuing the subsequent certificate afterfozate revocation
Processes related to issuing the subsequent caifin the event that the existing certificate has
been revoked.

3.4. Application for certificate revocation

Processes related to the processing of requirenfientbe identification of the subject during
application for certificate revocation.

11



4. OPERATIONAL REQUIREMENTS
Description of procedures related to the issuahoenificates.

4.1. Application for the issuing of a certificate
Processes related to the registration of the agoliand the compilation of the application for the
issuing of the certificate.

4.2. Issuing of the certificate
Processes related to the issuing of the certifigatenotification of the applicant of the issuirfg o
the certificate.

4.3. Transfer of the certificate
Processes related to the transfer of the cer#fiad the subsequent publication of the
certificates.

4.4. Certificate revocation

Processes related to certificate revocation, caimuyi

a) determination of the circumstances under whicraficate may be revoked,

b) determination of who may request certificateoeation,

c) procedure for the compilation and processinthefcertificate revocation application,

d) interval for certificate revocation on the basisequirement,

e) establishment of the periodicity of publicatmfrthe certificate revocation list ,

f) requirements on certificate users for monitoring certificate revocation list ,

g) description of the possibilities of online deiec of certificate status and requirements on
certificate users for the use of on-line mechanisfreertificate status detection,

h) other possibilities of notifying of certificatevocation and requirements on certificate users
for the use of other mechanisms for the publicatibcertificate revocation,

i) any combination of the preceding mechanism$iédvent that the private key is compromised
which is the reason for the certificate revocation.

4.5. Security audit
The certification authority’s declaration on theseding of operational events.

4.6. Archiving of the records
The certification authority’s declaration on ardhiyrecords.

4.7. Change of keys
Processes related to the publication of a new pldely of the certification authority.

4.8. Accident plan for extraordinary events
The certification authority’s declaration on thegkition of accidents.

4.9. Termination of the certification authority’'stiaity
Information on the method of terminating the ceséfion authority’s activity and the publication
of notifications on the termination of activity inding document archiving.

5. PHYSICAL, PROCEDURAL AND PERSONNEL SECURITY MEAIRES

12



The certification authority’s declaration on me&sufor ensuring secure operation.

6. TECHNICAL SECURITY MEASURES
The certification authority's declaration on measufor ensuring secure operation as well as
specification of the cryptographic means of gernegahe certification authority's keys.

7. PROFILE OF THE CERTIFICATES AND CERTIFICATE REEZATION LISTS
Description of the profiles of the certificates aredtificate revocation lists.

7.1. Profile of the certificate
The format, content and settings of typical valoemdividual items of certificates issued.

7.2. Profile of the certificate revocation list
Format and content of the certificate revocatish li

8. SPECIFICATION ADMINISTRATION

Description of the method of processing, updating publishing the certificate policy, as well as
information on the validity of the certificate poji

13



Appendix No. 2
to Decree No. 133/2009 Coll.

STRUCTURE OF CERTIFICATE PRACTICE STATEMENT

1. INTRODUCTION

Basic information on the purpose of the documeihte Thtroductory provisions also contain
contact information on the certification authoriggnsisting of at least its e-mail address and
telephone and fax number.

2. GENERAL PROVISIONS
The basic points of departure for legislative ielsd and procedures of the provision of
accredited certification services.

2.1. Duties

Definition of the obligations of all subjects enteyinto processes related to certificates and time
stamps

a) certification authority,

b) registration authority,

c) certificate applicant or holder,

d) certificate user,

e) directory administrators.

2.2. Legal guarantees

Description of each subject’s responsibility

a) guarantees and the limitations of guaranteesqed,
b) types of damages covered,

c) limitation of potential losses,

d) other limitations of responsibility.

2.3. Financial responsibility
The definition of the certification authority’s fancial responsibility and the precise definition of
its limitations.

2.4. Arbitration procedure and resolution of digsut
Determination of the method of interpreting thetifieate policy, such as the arbitration
procedure, method of resolution of disputes andlaim

2.5. Fees
The specification of fees which the certificatiomleority or registration authority charges for
services related to issuing and administratingctiréficates.

2.6. Publication of information

The certification authority’s obligations to pultlisiformation

a) publication of information on the certificatiauthority’'s own processes and procedures,
certificates and the status of said certificates,

14



b) the periodicity of the publication of informatio
c) requirements on the use of directories admirastdy the certification authority by a third

party.

2.7. Compliance audit

Information related to regular compliance auditghwhe declared obligations

a) frequency and periodicity of the audit,

b) the auditor’'s identity and qualifications as Wla$ his relationship with the subject being
audited,

c) a list of the areas covered in the complianabtau

d) a list of measures taken on the basis of thé'sdiddings.

2.8. Confidentiality

The certification authority’s obligations relatedibformation protection
a) types of information which the certification laotity must protect,

b) types of information which are not classifiedcasfidential,

c) who will be notified of the revocation of a dctate,

d) policy of providing information required pursuda the Act,

e) cases in which confidential information may eeldsed.

2.9. Protection of intellectual rights
A description of owner rights to the certificatpspcedures and keys.

3. IDENTIFICATION AND AUTHENTIFICATION

A description of the procedures related to the entification of applicants for a certificate before
the certificate is actually issued. These procexlare also used for applications for certificate
revocation and for issuing the subsequent certédica

3.1. Initial registration

The basic characteristics of the processes ofifttion and authentification when registering a
subject and issuing a certificate. The basic qoestaddressed in this section include:

a) types of names, rules on interpreting namegsjiregents on the uniqueness and advisability
of names,

b) method of resolving disputes regarding names,

c) whether and by which means the applicant fogréifcate must demonstrate ownership of the
private key to the public key in the application &ocertificate,

d) authentification requirements for organisatiand representatives thereof.

3.2. Issuance of the subsequent certificate

Processes related to issuing the subsequent catdigi upon expiration or before the expiration of
the existing certificate, if said certificate hag been revoked.

3.3. Issuance of the subsequent certificate aéeificate revocation.

Processes related to issuing the subsequent caifin the event that the existing certificate has
been revoked.

3.4. Application for certificate revocation.

15



Processes related to the processing of requirenfientbe identification of the subject during
application for certificate revocation.

4. OPERATIONAL REQUIREMENTS
Description of procedures related to the issuahoenificates.

4.1. Application for the issuing of a certificate
Processes related to the registration of the agopliand the compilation of the application for the
issuing of the certificate.

4.2. Issuing of the certificate
Processes related to the issuing of the certifigatenotification of the applicant of the issuirfg o
the certificate.

4.3. Transfer of the certificate
Processes related to the transfer of the certfiad the subsequent publication of the
certificates.

4.4. Certificate revocation

Processes related to certificate revocation, caimuyi

a) determination of the circumstances under whiclraficate may be revoked,

b) determination of who may request certificateoation,

c) procedure for the compilation and processinthefcertificate revocation application,

d) interval for certificate revocation on the basisequirement,

e) establishment of the periodicity of publicatmfrthe certificate revocation list,

f) requirements on certificate users for monitoring certificate revocation list,

g) description of the possibilities of online deiec of certificate status and requirements on
certificate users for the use of on-line mechanisfreertificate status detection,

h) other possibilities of notifying of certificatevocation and requirements on certificate users
for the use of other mechanisms for the publicatibcertificate revocation,

i) any combination of the preceding mechanism$iédvent that the private key is compromised
which is the reason for the certificate revocation

4.5. Procedures for the security audit

Processes related to the recording of operatioraite and system of auditing, comprising

a) types of recorded events,

b) frequency of processing and audit of operatioeabrds,

c) period of saving the operational records,

d) protection of operational records for the pug®osof access rights, protection from
modification and deletion,

e) backup of operational records,

f) method of informing subjects of recording adies.

4.6. Archiving of the records

Processes related to archiving the records, comgris
a) types of recorded events,

b) period of saving the archives,
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c) access rights and protection of the archivedroescfrom modification and deletion,
d) backup of the archives,

e) requirements for time data in the records,

f) procedures for verifying archived information.

4.7. Change of keys
Processes related to the publication of a new pidely of the certification authority.

4.8. Accident plan

Processes related to accident management. Eabbs# &reas shall be elaborated separately:

a) procedures for the recovery of activities in teent that the certification authority's
computational sources, programme equipment or datadamaged or suspected of being
damaged. Procedures are describing the method advesng the secure environment,
determination of which certificates are revokedgthler the certification authority’s private key
can still be used if a new public key is published.

b) recovery procedures for the event that the faation authority's certificate is revoked.
Procedures are describing the method of recovehegsecure environment and method of
publishing a new public key.

c) recovery procedures for the event that thefetion authority's private key is compromised.
Procedures are describing the method of recovehegsecure environment and method of
publishing a new public key.

d) the certification authority's procedures for tpeeration and recovery of operation in the event
of natural disaster and before restoration of #®ie operational environment in the original or
backup operational premises.

4.9. Termination of the certification authority’'stiaity
Processes related to the termination of the ceatifin authority’s activity and the publication of
notifications on the termination of activity incliesdg document archiving.

5. PHYSICAL, PROCEDURAL AND PERSONNEL SECURITY MEARES

A description of the certification authority’s seity measures to ensure secure operation and
activity. In the scope of the measures describefdamte attention is paid to the certification
authority, directory services, registration autthyas well as users.

5.1. Physical security measures

A description of the physical security measureategl to the certification authority’s operational
premises. The areas described include:

a) localisation and construction of the operatiqgramises,
b) physical access,

c) electrical supply and ventilation,

d) water distribution and sewage lines,

e) fire prevention measures,

f) media storage,

g) waste management,

h) backup operational premises.

5.2. Procedural measures
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Description of roles which are critical to securdiyd their responsibilities in ensuring operation.
Number of persons required to fulfil each task. lRemments on the identification and
authentication of the defined roles may also bentdated in this section.

5.3. Personnel security measures

Definition of requirements for:

a) procedures for the examination of persons why plles which are critical to security as well
as of other personnel of the certification autlyorit

b) requirements for the training and procedurestermerformance of employee training,

c) requirements for employee training intervals,

d) requirement for the frequency and rotation oplayees in the scope of operational roles,

e) penalties for unauthorised activity, unauthatisese of rights granted and access to the
systems,

f) security requirements for activities performedacontractual basis,

g) documentation provided to individual employees.

6. TECHNICAL SECURITY MEASURES

Description of the certification authority’s techal security measures for the protection of
cryptographic keys and activation data such aswmasls, PIN numbers, keys, etc. This section
may also define requirements on directory servimed further subjects such as registration
authorities related to the protection of cryptodmapkeys and critical security parameters.
Description of the technical security measures ueedhe secure generation of key pairs, user
authentification, issuing of certificates, cert#fie revocation, audits and archiving.

6.1. Generation and installation of keys

The generation and installation of key pairs isessary to describe for the certificate issuer,
registration authorities, directory services, arettificate holders and users. These areas
elaborate:

a) who generates the pair of private and publicsKeythe given subject,

b) which method shall be used to securely provigeptrivate key to the given subject,

c) which method shall be used to securely provite gubject’s public key to the certificate
issuer,

d) which method shall be used to securely provigepublic key to the user, if the subject is the
certificate authority,

e) what length the keys shall have,

f) who generates the public key parameters,

g) how the quality of parameters is controlledha key generation process,

h) whether the keys are generated by software rowzae means,

i) for which use the key is generated and/or totvggposes is the use of the key restricted.

6.2. Protection of the private key

All subjects must analyse the requirements forpttoeection of the private key

a) which standards are required for the key geloeratodule, such as FIPS 140-2,

b) if the private key is under the control of N gmns of a total number of M persons, it is
necessary to establish parameters; the instars@abtontrol is a special case of this principhe, i

whichN =2, M =2,

c) if the private key reconstruction is possible, determine who shall conduct the
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reconstruction, in which form the applicable keyasonstructed and what the security measures
are in such a system; the reconstruction of theafgikey is understood to be the so-called ‘key
escrow’ method.

d) if the private key is backed up, to determinewbnducts the backup process, what method is
used to conduct the backup process and how theipadely is protected,

e) if the private key is archived, to determine wdomducts the archive process, what method is
used to conduct the archive process and how tlevartkey is protected,

f) who feeds the private key into the cryptographiodule, what method is used to feed the key
and what method is used to save the private kéyetaryptographic module,

g) who may activate and use the private key, whethod is used to activate it, such as user
registration, PIN number, token, automatically, étche event the key is activated, how long the
key will remain activated — one time, for a specieriod of time, for an unlimited period of
time,

h) who may deactivate the private key and by whethiod,

1) who may destroy the private key and by what rodth

6.3. Paired data management

Description of further aspects of paired data manant for all subjects

a) whether the public key is archived and if it wio conducts the archiving and what the
security measures shall be,

b) what time intervals are used for the private pullic keys.

6.4. Activation data

Description of security measures for the protectbmctivation data for the entire life cycle of
the activation data, from their generation to these, archiving and destruction. As with key
protection, it is necessary to resolve analogoablpms for activation data.

6.5. Computer security measures

Description of computer security measures, sucthasuse of secure systems, access control,
auditing, security testing and penetration testiipe method of product acquisition and
computer system security evaluation may also byrdeed, for example based on the I1ISO IEC
15408 international standard, requirements for pcodevaluation and testing and product
certification and accreditation.

6.6. Security measures for security developmentaaministration

Description of security measures for developmenthsas the security of the development
environment , security of the development teamusigcsystem for administration of proper

configuration and maintenance, developmental pnoes] modularity, use of designs ensuring
resistance to failures and errors. Measures farrgg@dministration may describe performance
tests concentrating on ensuring the compliance ystesmis and networks with the defined
standards. Said means may be intended for theataftthe integrity of the security software,

firmware and hardware in order to ensure theirentrand controlled operation.

6.7. Network security measures
Measures for the protection of network infrastruesuiincluding the use of firewalls.

6.8. Measures for cryptographic modules
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Measures for the protection, design and use gbtogyaphic modules, determination of the
boundaries and surroundings of the module, inputgtds, roles and services, status diagram,
physical and software security, conformity with epged algorithms, electromagnetic

compatibility and internal tests. Requirements ratsp be defined by referring to the standard
used, such as FIPS 140-2,

7. PROFILE OF THE CERTIFICATES AND CERTIFICATE REGATION LISTS
Description of the profiles of the certificates arsttificate revocation list.

7.1. Certificate profile
The format, content and settings of typical valaemdividual items of certificates issued.

7.2. Certificate revocation list profile
Format and content of the certificate revocatish li

8. SPECIFICATION ADMINISTRATION
Method of administrating and updating the certiigcpolicy and Certificate Practice Statement.

8.1. Change procedures

Procedures for conducting changes if updates ongdsto the certificate policy are needed.
Contains:

a) a list of specification components which maydbanged without notification and without
changing the identifier of the certificate policy,

b) a list of specification components which maydbanged after the notification interval has
elapsed without changing the identifier of the ifiegtte policy. Procedures for the notification of
changes are also described including deadlinesdimrmments and processing of the comments,
mechanisms for the final processing of the chabgésre implementing the changes.

c) a list of specification components the changaloich requires changing the identifier of the
certificate policy.

8.2. Publication and announcement procedures

a) a list of documents, information and procedwbih exist, but are not published,

b) mechanisms for the distribution of the certifecpolicy including the access controls in said
distribution.

8.3. Approval procedures

Method of determining the conformity of the relevapecific certificate policy with the general
certificate policy.
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Appendix No. 3
to Decree No. 133/2009 Coll.

LIST OF INCORPORATED LEGISLATION OF THE EUROPEAN COMMUNITY
AND EUROPEAN UNION

Directive 1999/93/EC of the European Parliatrand of the Council of 13 December 1999

on a Community framework for electronic signatufgsecial issue of the OJ EU, chap. 13/vol.
24).
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