DECREE
135
of the National Security Authority
dated from 26 March 2009

on the format and method of creating the qualifiecelectronic signature, the method of

publishing the public key of the National SecurityAuthority, the conditions of validity for

the qualified electronic signature, procedure durig the verification and verification

conditions of the qualified electronic signature, drmat of the time stamp and method of
creating it, requirements on the source of time da and requirements for keeping time

stamp documentation (on the creation and verificatin of the electronic signature and time

stamp) as amended by Decree N&2/2010 Coll.

In accordance with Art. 4 Para. 4 and 5 Art. 5 Paydrt 9 Para. 2 of Act No. 215 /2002 Coll. on

the electronic signature and on the amendment @olementation of particular acts (hereinafter
referred to as ‘the Act’), the National Security tAority (hereinafter referred to as ‘the

Authority’) establishes:

Art. 1
Subject of the regulation

This decree regulates

the format and method of creating a qualifiegt&bnic signature,

details on the conditions of validity for theadjfied electronic signature, the procedure for
verifying the qualified electronic signature ane tonditions for verifying the validity of the
gualified electronic signature,

the method of publishing the Authority's pulkey,

signature schemes, algorithms and parametersaidf algorithms for the creation of the
gualified electronic signature,

the format and method of creating time stamps,

requirements for keeping time stamp documeaoitati

the format, required informational content amethod of publishing the signature policy.

Art. 2
Common definitions

For the purposes of this decree,

a signature scheme denotes the unique deteromnat algorithms for the creation and
verification of the qualified electronic signatae well as the parameters of said algorithms,
an approved signature scheme denotes a signstiieme from the index of signature
schemes which has been approved and publishedAuinority,

a hash function denotes a mathematical tramsftoon which to digital documents of varying
length, allocates numbers of a non-zero fixawgth specified in advance to enable the
verification of the integrity of the digital documtefrom which they were derived by
transformation and cannot be used to derive théatidpcument in reverse,



d)

9)

h)
)

an approved hash function denotes a hash funapecified in the index of approved
signature schemes specified in Appendix No. 1,

a digital imprint of the document denotes a nendalculated from the document by means
of the hash function,

a digital signature of an electronic documeahates the result of the transformation of the
digital imprint of the given electronic document tmgans of the algorithm for the creation of
the electronic signature and the private key ofsigeer,

the identifier of the signature policy is thejedt identifier uniquely determining the
signature policy which is assigned by the Authgaritye format and design of the object
identifier is established in the international stardisation documert,

reference time denotes the time which is predidy several of the reference stations,

the issuer of the time stamp (hereinafter ref@rto as 'the issuer’) denotes an accredited
certification authority providing a time stamp seey

the relying party denotes the recipient ofmagtistamp who is relying on its accuracy,

the issuer of the signature policy denotes gestiwhich defines the specific, technical and
procedural rules for the creation and verificatiminthe qualified electronic signature by
means of signature policy.

Art. 3
Formats of the qualified electronic signature

(1) The qualified electronic signature shall haviermat
without time stamp,

with time stamp,

with the complete information on verificatiohwalidity,
archive, or

a combination of formats in accordance withérnsta) to d).

(2) The qualified electronic signature without tistamp contains

the identifier of the signature policy used areating and verifying the given qualified
electronic signature,

signature data which the signer includes in dhelified electronic signature (such as the
place and time of the creation of the given elettrgignature, the name of the natural person
signing for a legal entity and similar),

a digital signature which has been createdherbasis of

1. the digital imprint of the signed document,

2. the identifier of the signature policy,

3. data which the signer has included in the edeat signature.

(3) A qualified electronic signature with time staras the form of the qualified electronic

signature to which a time stamp created on thesldghe given qualified electronic signature by
means of the procedure established in Art. 7, Paad 8 and Art. 8 is attached or otherwise
logically connected.

(4) A qualified electronic signature with complétéormation on the verification of validity

has the form of the qualified electronic signatwih time stamp, to which the complete
information on all certificates of public keys neédfor the verification of validity of the given



gualified electronic signature is attached, as wsellthe complete information on the certificate
revocation lists or information on the status o€ tbertificates which are decisive in the
verification of the validity of the given qualifieglectronic signature.

(5) An archive qualified electronic signature has torm of the qualified electronic signature
with time stamp to which all data needed for theifieation of the given archive qualified
electronic signature are connected in accordante Art. 11 Para. 5. The time stamp which is
created on the data needed for the verificatiothefgiven archive qualified electronic signature,
is attached to them.

(6) The Authority publishes valid formats of quedd electronic signatures and the formal
specifications thereof on its internet site.

Art. 4
Signature policy

(1) The signature policy is a set of rules regatathe creation and verification of qualified
electronic signatures.

(2) The subject receiving documents signed witlyualified electronic signature shall
determine the signature policy which it acceptse fhalified electronic signature is created by
the signer in accordance with the signature potleyermined. The validity of the qualified
electronic signature is verified by the verifieraansideration of the signature policy which was
used to create it.

(3) If a public authority does not have its owsusd signature policy, it shall use the
signature policy issued by the Authority in veriig the qualified electronic signature of
documents received from public authorities and #rifying the qualified electronic
signature of documents delivered by a public autitor

(4) The signer and verifier of the qualified etecdtic signature shall use the same signature
policy here.

(5) The format, the required informational contant structure of the signature policy are
specified in Appendix 2.

(6) If the signature policy fulfils the requirenmeraccording to Section 5, it shall be published
on the Authority’s internet site and filed in thedex of approved signature policies. The
signature policy is published in a format which ¢enprocessed by machine in accordance with
the international standardisation documéhts.

(7) The index of approved signature policies cmstahe name of the signature policy file,
hash function, digital imprint of the signature ipglfile, date of validity, object identifier and
field of application of the signature policy.



Art. 5
Creation of the qualified electronic signature

(1) The signer creates the qualified electrongnaiure of an electronic document using a
secure signature creation deviaen the basis of the electronic document and tiyeesis private
key according to any of the approved signature eelsepursuant to Art. 6.

(2) The signer creates the qualified electrongmature with time stamp on the basis of the
qualified electronic signature by means of theassutime stamp in such a manner that the time
stamp issued by an accredited certification autyéor the given qualified electronic signature is
attached to the qualified electronic signaturesologically connected to the qualified electronic
signature for which the time stamp was issued.

(3) The qualified electronic signature with comglaénformation on the verification of
validity is created by the signer once the qualifeectronic signature with time stamp has been
created or by the verifier of the qualified eleaimsignature with time stamp in such a manner
that references to all data needed for the vetifinaof the given qualified electronic signature
with time stamp are attached to it in accordandh #it. 11.

(4) The signer creates the archive qualified etedtr signature once the qualified electronic
signature with time stamp has been created in suchanner that all data needed for the
verification of the given qualified electronic sagnre with time stamp are attached to it in
accordance with Art. 11 together with the time gtamhich was issued for these data.

Art. 6
Signature schemes for the creation of the qualifiedlectronic signature and time stamp

The index of approved signature schemes, appralgatithms and parameters of approved
algorithms for the creation of qualified electrorsignatures and time stamps is specified in
Appendix No. 1.

Art. 7
Creation and verification of the time stamp

(1) The time stamp policy is a set of rules essailg the usability of the time stamp of a
specified circle of time stamp users and the appba class with the common security
requirementy. The time stamp policy is created by the usertheftime stamps and the issuers
of the time stamps.

(2) A legal entity or natural person applying the creation of a time stamp (hereinafter
referred to as 'the applicant’) shall send an egiatin for the creation of a time stamp to the time
stamp issuer. The application shall contain thé&alignprint of the document, created using the
approved hash function, on which the time stanip Ise created.

(3) If the application meets the requirements lBslaed in Section 2 and there are no
restrictions on the creation of the time stamplwngart of the issuer pursuant to Art. 9 Para. 4,
the issuer shall create the time stamp on the gtdainiigital imprint of the document using the



secure device for creating time stamps and the simnece and send it to the applicant by the time
established by the time stamp policy.

(4) If the application for the creation of a tinsgamp does not meet the requirements
established in Section 2 or the restrictions onctieation of time stamps pursuant to Art. 9 Para.
4 have occurred at the issuer; the issuer shaltmeatte the time stamp on the submitted digital
imprint of the document and shall inform the apgtitof this circumstance and the reason for it
by the time established by the time stamp policy.

(5) The verification of the validity of the timéasnp is conducted by the relying party on the
basis of the time stamp and document for whichgilien time stamp was created and the time
stamp policy to which the given time stamp relates.

The time stamp is valid if
a) it is in compliance with the time stamp policsed,
b) the electronic signature of the issuer’s tgtamp is valid.

(6) The format of the application for the creatiminthe time stamp, the format of the time
stamp and the format of the response to the apiolicéor the creation of the time stamp are
published in the Authority’s website.

Art. 8
Requirements for the source of the time data for th time stamp

The source of the time date which the issuer usagdate the time stamp must meet the
following requirements:

a) the source of the time data is synchronisetd #i¢ reference time source with the declared
accuracy,

b) the calibration of the time data source is r@ed in such a manner as to ensure that
deviations exceeding the range of the declaredracgulo not take place,

c) the time data source is protected from dandeclwmay cause undetectable changes to the
time source data leading to deviation exceedingahge of calibration,

d) the detection of cases, in which the time datae specified in the time stamp deviates from
the synchronisation with the reference source timesnsured; the issuer must inform the
relying parties of such cases,

e) the issuer conducts the synchronisation oftithe data source in the event a correction
second is issued on the basis of the referencedtimenistrator’'s announcement,

f) the issuer conducts a change in which the ctie second is set at the last minute of the day
on which the change is planned; the issuer createscord on the precise time with the
declared accuracy of the execution of said change.

Art. 9
Requirements for the time data for the time stamp

(1) The issuer shall create time stamps usindjabte method. The time stamps must contain
correct time data.

(2) For the creation of time stamps the issuefl sls& at least one time source, providing



reliable time data, which meets the requiremerggifipd in Art. 8.

(3) Time data which the time stamp contains amaaiestrably derived from at least one of
the reference time values.

(4) If the source of the time data does not achigne required accuracy, that is, if it deviates
from the reference time source by more than isiBpddn the operational order of the time
stamp issuer, the issuer shall not issue the tiarags

Art. 10
Documentation of time stamps

(1) All information on the provision of the sergiof issuing time stamps shall be recorded
and stored in accordance with the time stamp policy

(2) When issuing time stamps, the issuer shalpkee

a) an index of time stamps created by the issuexhich the time stamp is stored from its
creation for a time period specified by the timengd policy used by the issuer,

b) records of extraordinary incidents in the systesed in the management of the time stamps,

c) records of important events in the environmeinthe time stamp issuer, management of
cryptographic keys and synchronisation of the taomerce including precise time data.

Art. 11
Verification of validity of the qualified electronic signature

(1) The qualified electronic signature is valid if

a) the digital signature contained in the qualiféectronic signature is valid,

b) the qualified electronic signature of an elemitodocument was created in accordance with
the specified signature policy valid at the timetsfcreation,

c) all certificates in the certification path asedid.

(2) The qualified electronic signature with timeamp is valid if the following can be
demonstrated clearly:
a) the validity of the qualified electronic signagypursuant to Sections 1 and 5 at the time from
the valid time stamp of the qualified electronigrsiture,
b) the validity of the time stamp of the qualifiel®ctronic signature pursuant to Art. 7 Para. 5.

(3) The qualified electronic signature with the qbate information on verification of
validity is valid if:
a) the information on the verification of the qtiatl electronic signature is available and
complete pursuant to Section 5,
b) the qualified electronic signature with timarap is valid pursuant to Section 2.

(4) The archive qualified electronic signaturehatitne stamp is valid if the following can be
demonstrated clearly:
a) the validity of the time stamp pursuant to ArPara. 5 which was created on the basis of data
pursuant to Sections 1 and 5,



b) the completeness of the information for thefication of the qualified electronic signature,
c) the validity of the qualified electronic signeg with time stamp pursuant to Section 2.

(5) The verifier shall use the following to vertiye validity of the qualified electronic
signature
a) the electronic document for which the qualife€lctronic signature was created,
b) the qualified electronic signature of the al@cic document,
c) the public key from a valid qualified certifteacorresponding to the private key, by means of
which the qualified electronic signature was créate
d) the signature policy in which the object id&ati is specified in the qualified electronic
signature or the valid object identifier of the @pted signature policy from the index pursuant to
Art. 4 Para. 7,
e) the valid public keys corresponding to the gevkeys, by means of which the signatures of
the certificates and certificate indexes were e at the certification path,
f) the certificate revocation lists for all ceitdites in the certification path, potential infotioa
on the status of certificates in the certificatipsth obtained from the confirmation of the
existence and validity of the certificate.

Art. 12
The Authority’s public key

(1) The Authority’s public key is a public key cesponding to the Authority’'s private key.
By means of the Authority’s private key, the Autitypr
a) creates the electronic signature of the ceatiéis of the public keys of the accredited
certification authorities,
b) creates the electronic signature of the cediié of its own public key,
c) creates the electronic signature of the cedtiéi revocation list issued by the Authority.

(2) The Authority publishes its public key by pishing the certificate of the Authority's
public key in the press and on the Authority's riné¢ site. The Authority may also publish its
public key by other means.

(3) The Authority issues a new public key of thetiAority 30 days before the expiration of
the Authority’s current public key and publishebytthe means specified in Section 2.

Art. 13
Transitional provisions

(1) Certified products for the qualified electronic reagure utilising signature schemes and
asymmetrical RSA cipher algorithm with a parameteMinModLen 1024 bits or lower and
certified products utilising the SHA1 hash functican be used until the expiration of the validity
period of the product certification, but no latean 31 December 2009.

(2) Products for the qualified electronic signaturdisitig the RSA algorithms certified after
1 January 2009 must use the RSA algorithm withMireViodLen 2048 parameter. Products for
the qualified electronic signature utilising the SHlgorithm certified after 1 January 2009 must



use the hash function from the SHA-2 array or agott the recommended hash functions with a
period of validity exceeding 31 December 20009.

(3) Certificates for the provision of accredited certition services utilising the SHAL1 hash
function and RSA algorithm with MinModLen paramekawer than 2048 bits can be used for
verification until 31 December 2010.

(4) The SHAL hash function and RSA algorithm with Mi@ModLen parameter lower than
2048 bits can be used until 31 December 2010 fer giovision of accredited certification
services for issuing the certificate revocatiomtslignd confirmation of the existence and validity
of qualified certificates.

(5) It is recommended to proceed in accordance with ithernational standardisation
documen? when selecting algorithms.

Art. 13a
Transitional provisions for amendment effective fran 1 February 2010

Certified products for the qualified electronic rsddure utilising signature schemes with the
RSA algorithm with the parameter of MinModLen 102i#s and certified products utilising the
SHA1 hash function defined in Appendix No.1 whiduld have been used until 31 December
2009, may be used until 31 December 2010.

Art. 14
Annulling clause

National Security Authority Decree No. 537/2002ICan the format and method of creating
the qualified electronic signature, method of psiulig the Authority’s public key, verification
procedure and verification conductions of the digalielectronic signature, time stamp format
and method of its creation, requirements on the tifata source and requirements on keeping
time stamp documentation (on the creation and igatibn of the electronic signature and time
stamp) is repealed.

Art. 15
Final provision

This Decree has been adopted in accordance wattapplicable legal act of the European
Community’ under notification number 2008/0528/SK.

Art. 16
Period of validity

This Decree shall enter into force on the daywéleclaration.
Decree No. 32/2010 Coll. entered into force on lir&ary 2010.



Appendix No. 1
to Decree No. 135/2009 Coll.

Signature schemes

Signature scheme is formed by a sequence of degigealefined in this Appendix, separated by
a semicolon, where the desigantion of the sigargtlgrerithm comes firs?.

Hash function designation

1.01
1.02
1.03
1.04
1.05
1.06
1.07

Hash functions

Name used Validity period

shal Until 31 December 2010
ripemd160 Until 31 December 2010
sha224 Not specified

sha256 Not specified

Whirlpool Not specified

sha384 Not specified

sha512 Not specified



Signature
algorithm
designation

2.01

2.02

2.03

2.04

2.05

2.06

Signature
algorithm

rsa

dsa

ecdsa-Fp

ecdsa-F2m

ecgdsa-Fp

ecgdsa-F2m

Signature algorithms

Key generation
algorithms

rsagenl

dsagenl

ecgenl

ecgen2

ecgenl

ecgen2

Signature algorithm according to
minimum size of parameters along
with its usage period

MinModLen=1024, ErrProb="?,
SeedEntropy/EntropyBits=80 - until 31
December 2010

MinModLen=2048, ErrProb="2",
SeedEntropy/EntropyBits=100

pMinLen=1024, gMinLen= 160,
ErrProb=2°,
SeedEntropy/EntropyBits=80 — until 31
December 2010

pMinLen=2048, gMinLen=224,
ErrProb=2"",
SeedEntropy/EntropyBits=100

pMinLen=-, gqMinLen=160, rOMin=104,
MinClass=200, ErrProb=?,
SeedEntropy/EntropyBits=80 — until 31
December 2010

pMinLen=-, gqMinLen=224, rOMin=104,
MinClass=200, ErrProb=2°,
SeedEntropy/EntropyBits=100

mMin=-, qMinLen=160, rOMin=104,
MinClass=200, ErrProb=?,
SeedEntropy/EntropyBits=80 — until 31
December 2010

mMin=-, qMinLen=224, rOMin=104,
MinClass=200, ErrProb=2°,
SeedEntropy/EntropyBits=100

pMinLen=-, gMinLen=160, rOMin=104,
MinClass=200, ErrProb=%,
SeedEntropy/EntropyBits=80 — until 31
December 2010

pMinLen=-, gMinLen=224, rOMin=104,
MinClass=200, ErrProb=2°,
SeedEntropy/EntropyBits=100

mMin=-, qMinLen=160, rOMin=104,
MinClass=200, ErrProb=?,
SeedEntropy/EntropyBits=80 — until 31
December 2010

mMin=-, gqMinLen=224, rOMin=104,
MinClass=200, ErrProb=2°,
SeedEntropy/EntropyBits=100
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Algorithms for generation of key pairs

Key . Random number Random
Signature :
generator Name used : generation generator
: ) algorithm
designation method parameters
3.01 rsagenl rsa trueran EntropyBits
dsagenl dsa trueran or EntropyBits or
3.02 pseuran SeedEntropy
ecgenl ecdsa-Fp, trueran or EntropyBits or
3.03
ecgdsa-Fp pseuran SeedEntropy
3.04 ecgen2 ecdsa-F2m, trueran or EntropyBits or
' ecgdsa-F2m pseuran SeedEntropy
Completion methods (padding)
Padding Random number Random generator
i . Name used -
designation generation method parameters
4.01 emsa-pkcsl-vl.5 - -
4.02 emsa-pkcsl-v2.1 - -
4.03 emsa-pss trueran/pseuran MinSaltEntropy
4.04 iIS09796ds2 trueran/pseuran MinSaltEntropy
4.05 iIS09796-din-rn trueran/pseuran MinSaltEntropy
4.06 iIS09796ds3 - -

Random number generation method

Generation method Random generator

: . Name used
designation parameters
5.01 trueran EntropyBits
5.02 pseuran SeedEntropy
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Appendix No. 2
to Decree No. 135/2009 Coll.

SIGNATURE POLICY

1. The structure of the signature policy consistsha tover of the signature policy, the
signature policy data and the rules for signaterication.
2. The cover of the signature policy contains the halgiorithm identifier, data on the
signature policy and an optional digital imprinttbé signature policy data.
3. The signature policy data most notably contain the:
3.1 Object identifier (OID),
3.2 Date of issue,
3.3 Name of issuer,
3.4 Area of application,
3.5 Signature verification rules, which moetably contain the:

3.5.1 Validity period,

3.5.2 Generally binding rules,

3.5.3 Specific commitments which map@ament the generally binding rules on the
basis of identification by means of the object tiifesr which the signer has
included in the signed attributes of the signatufde text information which the
application must present to the signer and veriflreust be associated with the
specified object identifier,

3.6 The rules for the signer and verifiertioe obligations of stating and verifying
the attributes of the signature andifosate,
3.7 Rules for the use of certificates of thet certification authorities for
the signer and for verifying time stawpth a defined maximum period
in which the information on the revaacatof the certificates will be published,
3.8 Permitted algorithms and minimum key length.

DISO/IEC 6523.

2 ETSI TR 102 272 Electronic Signatures and Infrastires (ESI); ASN.1 format for signature
policies or ETSI TR 102 038 TC Security - Electm8ignatures and Infrastructures (ESI); XML
format for signature policies.

® Decree of the National Security Authority No.13302 Coll. stipulating the details on
requirements for secure devices for the creatiaingd stamps and requirements on products for
the electronic signature (on electronic signatuoelpcts)

Y ETSI TS 102 176-1: Algorithms and Parameters fuge Electronic Signatures; Part 1: Hash
functions and asymmetric algorithms.

® Directive 98/34/EC of the European Parliament afidhe Council on a procedure for the

provision of information in the field of technicstiandards and regulations (OJ L 204, 21.7.1998,
special edition of the OJ in chap. 3/volume 20a@&nded.

12



