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1 Introduction

During signing and verifying the Qualified Electronic Signature (hereinafter referred to as “QES”)
[2,4,5,9,10, 12, 13, 19] it is also required, in addition to AdES signing and verifying itself [1, 6,
11, 14, 16, 21, 22], to ensure unambiguous visualization of signed documents.

2 Scope

The NSA issues the present standard in accordance with the Act on Electronic Signature, Article 10
paragraph 2 (j). The standard is issued for purposes of providing an unambiguous electronic
document processing in QES signing and verification. The present document technically specifies
properties of document basic set that are defined in Annex 3 of the NSA regulation No. 233/2007
Coll. on manner and procedure of electronic signature use in commercial and administrative
communication. The present document defines a transport format for documents being signed
which task is to ensure an unambiguous type identification of the document being signed for
visualization needs.
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3 References

References to documents defining used types and methods.

[1] ETSI TS 101 733 Electronic Signature Formats (CAdES)

[2] ETSI TR 102 272 ASN.1 format for signature policies

[3] RFC 3280 X.509 PKI Certificate and Certificate Revocation List 4-2002

[4] RFC 3739 Qualified Certificates Profile 3-2004

[5] ETSI TS 101 862 Qualified Certificate Profile

[6] RFC 3852 Cryptographic Message Syntax 7-2004

[7] RFC 3161 Time-Stamp Protocol (TSP) 8-2001

[8] RFC 2560 X.509 PKI Online Certificate Status Protocol 8-1999

[9] NSA Qualified Electronic Signature Formats

[10] Regulation of the NSA, No. 537/2002 Coll. on format and manner of QES creation

[11] ETSI TS 102 280 X.509 V.3 Cert. Profile for Cert. Issued to Natural Persons

[12] ETSI TR 102 437 Guidance on TS 101 456

[13] ETSI TS 101 456 Policy Requirements for cert. authorities issuing qualified cert.
[14] ETSI TS 102 042 Policy Requirements for cert. authorities issuing public key cert.
[15] ETSI TS 102 231 Provision of harmonized Trust-service status information 3-2006
[16] ETSI TS 101 903 XML Advanced Electronic Signatures (XAdES)

[17] RFC 2560 X.509 PKI Online Certificate Status Protocol 6-1999

[18] RFC 3548 The Basel6, Base32, and Base64 Data Encodings 7-2003

[19] Regulation of the NSA, No. 233/2007 Coll. on manner and procedure of electronic signature
use in commercial and administrative communication

[20] ISO/TIEC 3166 Codes for the representation of countries

[21] RFC 2822 Internet Message Format 4-2001
[22] RFC 2046 MIME Part Two-Media Types 11-1996
[23] RFC 3629 UTF-8, a transformation format of ISO 10646 11-2003
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4 Abbreviations

AdES Advanced Electronic Signature

ASCII American Standard Code for Information Interchange
ASN.1 Abstract Syntax Notation 1

CA Certification Authority

CAdES CMS Advanced Electronic Signature

CMS Cryptographic Message Syntax

CRL Certificate Revocation List

CRLF the carriage return (CR) character (ASCII value 13) followed immediately by the
line feed (LF) character (ASCII value 10)

DER Distinguished Encoding Rules (for ASN.1)
ESS Enhanced Security Services (enhances CMS)
HTML Hypertext Markup Language

HTTP Hyper Text Transfer Protocol

ISO International Organization for Standardization
MIME Multipurpose Internet Mail Extensions

OCSp Online Certificate Status Protocol

OID Object Identifier

PKIX internet X.509 Public Key Infrastructure

QC Qualified Certificate

SHA-1 Secure Hash Algorithm 1

TSA Time-Stamping Authorities

TSP Time Stamp Protocol

URI Uniform Resource Identifier

URL Uniform Resource Locator

UTF-8 Transformation format of ISO 10646

XAdES XML Advanced Electronic Signature
XHTML Extensible Hypertext Markup Language
XML eXtensible Markup Language

QES Qualified Electronic Signature
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5 Basic set of MIME types for documents being signed

Documents being signed by QES [9] shall be stored in a format that enables unambiguous
document type identification for a visualized component of the application for QES. To ensure this
basic QES property, there was selected a coding of documents being signed into MIME [21] with
the exact restricted minimal set of MIME types [22] and codings [18] that shall be recognized and
processed by applications for QES. Thus, it will ensure an unambiguous identification of document
types and interoperability between individual applications as they will be able to identify if they can
visualize the given document type unambiguously and hence to verify created QES.

In internal CAdES [1] (Enveloping Signature in XAdES [16]) signature, the MIME textual file
containing electronic document (s) with registered MIME types is signed directly. In external
CAdES [1] (Detached Signature in XAdES [16]) signature, the external MIME textual file that has
“EML” extension and contains electronic document (s) with registered MIME types is signed.

Table 1 Basic MIME types of documents for QES

Registered MIME Content-Type

Short description

1. |message/rfc822

General marking of MIME message envelope

containing MIME types as specified below.

2. | multipart/mixed;
boundary="a devider —of documents”

Defines a sequence of signed documents which
MIME codings are divided by a divider given in

boundary attribute.

image/tiff

Tag Image File Format

(.| image/png

3. |text/plain; charset=UTF-8 ASCII textual document in UTF-8 coding.
4. |text/rtf Microsoft/Apple Rich Text Format (RTF)
5. | application/pdf Adobe Portable Document Format (PDF)
6. |text/html; charset=UTF-8 HTML format

7. |text/xml; charset=UTF-8 XML format

8. | application/xhtml+xml; charset=UTF-§ XHTML format

9.

1

Portable Network Graphics format

Table 2 Basic MIME types of document coding for QES

MIME Content-Transfer-Encoding

Short description

8bit

Coding of a character up to 8 bits.

N | —

base64

Coding of a document by means of Base64.
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Annex A (informative) Document type limitations for QES document
visualization needs

A.1 ASCII textual document in UTF-8

According to the present document the Content-Transfer-Encoding 8bit coding of a textual
document in UTF-8 requires a limited line length on recommended 76 characters in MIME.
According to [21] each line of characters MUST be no more than 998 characters, and SHOULD be
no more than 78 characters, excluding the CRLF.

The Content-Transfer-Encoding base64 coding of a textual document in UTF-8 does not require
any restrictions on the line length in the number of characters.

A.2 RTF document

A document in RTF shall contain only static objects and all necessary document components shall
be directly in RTF document, i.e. it shall not contain references on external resources that might
change visualization. RTF shall not contain other document types than defined in [19] and pictures
which visualization is not unambiguous, i.e. animations and pictures with used lossy (irreversible)
compression.

A.3 PDF document

A document in PDF shall contain only static objects and all necessary document components shall
be directly in PDF document, i.e. it shall not contain references on external resources that might
change visualization. PDF shall not contain other document types than defined in [19] and pictures
which visualization is not unambiguous, i.e. animations and pictures with used lossy (irreversible)
compression.

A.4 HTML and XHTML document

A document in HTML and XHTML shall contain only static objects and all necessary document
components shall be directly in HTML and XHTML document, i.e. it shall not contain references
on external resources that might change visualization. HTML and XHTML shall not contain other
document types than defined in [19] and pictures which visualization is not unambiguous, i.e.
animations and pictures with used lossy (irreversible) compression.

A.5 XML document

A document in XML shall contain only static objects and all necessary document components shall
be directly in XML document, i.e. it shall not contain references on external resources that might
change visualization. XML shall not contain other document types than defined in [19] and pictures
which visualization is not unambiguous, i.e. animations and pictures with used lossy (irreversible)
compression.

A.6 TIFF picture

TIFF picture shall contain only static representation and shall not contain references on external
resources that might change visualization. TIFF picture shall not contain pictures which
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visualization is not unambiguous, i.e. animations and pictures with used lossy (irreversible)
compression.

A.7 PNG picture

PNG picture shall contain only static representation and shall not contain references on external
resources that might change visualization. PNG picture shall not contain pictures which
visualization is not unambiguous, i.e. animations and pictures with used lossy (irreversible)
compression.

A.8 Combinations of document types

If an electronic document being signed contains a sequence of documents or encapsulated
documents, then types of such documents shall be only of the type defined in [19].
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Annex B (informative) Examples of documents in MIME coding

B.1 An example of a textual document in UTF-8

Textual 8bit coding with the MIME limitation of the line length on 76 characters.

Content-type: text/plain; charset=UTF-8
Content-Transfer-Encoding: 8bit

Dear Colleagues,

Thank you for putting the details of the possible security attack into
CIRCA.

Best regards,
Peter

Base64 coding of the TXT file

Content-Type: text/plain; charset=UTF-8
Content-Transfer-Encoding: base64

77u/DQoyMTMOMjUrxL7FocSNXL7FocWIx13FocW+xaHEvsW+xaHE j cW+xaUNCgOKXL7FOCSNXL7F
0cSNDQogxL7FocSNxaHEvsSNDQONCmEgdGFr 1GRhbGVgDQo=

B.2 An example of PDF document

Content-Type: application/pdf
Content-Transfer-Encoding: base64

JVBER1OXL JMKJIcFsj6 1KNSAWIG91ago8PCIOMZW5ndGggNiAw I F1vRmIsdGVy IC9GbGFOZURITY29k
ZT4+CnNOcmVhbQp4nHWPwWWrDMAYyGadOurVg2PYKOz i GaLae2dR2MQm8Nv jU7daxQyCDZ+00d0EFg
XLp8+Vvkk5BY1GUbd1x9cGnirPF5/YY ix0jyguOlLgWz/hmDMIwbFYXoMKCR7MR7 JN2gSCWLCYBjk
WFSKR+8scUhGA202zxZZHmOQMDVvSzmEXLNAO4xec1TIvNO25FPbq6¢CFG jFgN8vWIs5GzmXDgn4ml
24mB3T/HBKELNC8/4XGYbTrcYuGCptTOh6u6e37Zr1/7n31EOKW6A4GSRHI 1 bmRzdHJ 1 YWOKZW5k
b2JqCjYgMCBvYmoKMjAOCmVuzZG9iago0I1DAgh2JqCjw8L1R5cGUVUGFNZSONZWRpYUJveCBbMCAwW
I DUSNSA4NDJAC19Sb3RhdGUgMCIOQYXJ IbnQgMyAwWI FIKL1J1c291cmNIczw8L1Byb2NTZXRbL1BE
RiAVVGV4dFOKLOVAdEdATAGFOZSAXMCAWIFIKLOZvbnQgMTEgMCBSCj4+Ci9Db250ZW50cyAl1DAg
Ugo+Pgp IbmRvYmoKMyAw 1G9 i1ago8PCAVVHIWZSAVUGFNZXMgLOtpZHMgWwoO I DAgUgpd 1C9Db3Vu
dCAXC19Sb3RhdGUgMD4+CmVuZG9iagox 1 DAgh2JqCjw8L1R5cGUgLONhdGFsb2cglL1BhZ2Vz1DMg
MCBSCj4+CmVuzZG9iago31DAgh2JqCjw8L1R5cGUVRXhORINOYXRIC19PUEOgMT4+2ZW5kb2JqCjEw
I1DAgb2JqCjw8L113CjcgMCBSPj4KZW5kb2JqCjExI1DAgh2JqCjw8L114CjggMCBSPj4KZW5kb2Jq
CjEzI1DAgh2JqCjw8L0ZpbHRIci9GbGFOZURIY29kZSOMZW5ndGggMjQyPj5zdHI 1 YWOKeIxdkT1u
wzAMRNefQjcw5R+5AQ 1uyZKhQdH2ArJEBRo 1 C40z9PYxxbpDhyfgSTwGTmpP I/MIXVW1H2VXX7Sq
EIMVIOFIexZGabRZTozvIlolt/rZ7ubnPTnt5t/v7JIpLYBCuJdXe6F2U/F1RkvGLZ4e2TogNt200QLg
MQRsKP1/T3qUxBz2UYOCmBk37VCAj Ih7FGAaWAcUYHp JHVGA0Q4bFMACWCCUNHjWAwow jawWBTAL
O06MApr46FMBYVo8C jMBKK IDRrAEFMNOme lueAeh1rWDFIdvgWvcW I XuWQmmt3dduudOY60978p 15
pTaaF67ngQkKZW5kc3RyZWFtCmVuZG9iago4 1DAgbh2JqCjw8L0Jhc2VGb250L1JYTIFPTCtMdWNp
ZGFDb25zb2x1L0ZvbnREZXNjcmiwdG9y IDkgMCBSL1RVVW5pY29kZSAXMyAw I FIvVHIWZS9Gh250
Ci19GaxXJzdENoYXIgMSOMYXNOQ2hhc i AXN19XaWROaHNb I1DYwMyA2MDMgN j Az IDYwMyA2MDMgNj Az

ééAxlDAgUiAvSWSmbyAyIDAgUgovSUQngw4MDRDRjJDMUZDQTglRDZDQOI3RUZGNUU1NUZCQjc3
RD480DA0Q0OYYQzFGQOE4NUQ2QONCNOVGR jVFENTVGQK 1 3NOQ+XQo+PgpzdGFydHhyZWYKNDYyNQol
JUVPRgo=
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B.3 An example of several documents in one multipart MIME coding

Content-Type: multipart/mixed; boundary="----=_ NextPart 000 "

This is a multi-part message in MIME format.

Content-type: text/plain; charset=UTF-8
Content-Transfer-Encoding: 8bit

Dear Colleagues,

Thank you for putting the details of the possible security attack into
CIRCA.

Best regards,
Peter

Content-Type: text/plain; charset=UTF-8
Content-Transfer-Encoding: base64

77u/DQoyMTMOMJUrxL7FocSNxL7FocWIx13FocW+xaHEvsW+xaHEj cW+xaUNCgOKXL7FoCcSNXL7F
0cSNDQogxL7FocSNxaHEvsSNDQONCmEgdGFr 1GRhbGVgDQo=

Content-Type: text/rtf
Content-Transfer-Encoding: base64

elxydGYxXGFuc2lcYW5zaWNwZzEyNTBcZGVmZJBcZGVmbGFUZZEWNTF7XGZvbnROYmMX7XGYWXGZZz
d21zclixmY2hhcnNIdDIzOHtcKIxmbmFtZSBBcm I hbDt9QXJpYWwgQOU7FXtcZjFczZm5pbFxmY2hh
cnNIdDAg0319DQp7XCpcz2VuzXJIhdG9y 1E1zZnRIZG 101 DUUNDEUMTUUMTUWNZE9XHZpZXdraWsk
NFx1YzFccGFyZFxmMFxmcz IwXCdjO0G1zdG8gdGVzdCBcJ2U4byBcJzIhXCd 10G gl FwnOWRh I Fwn
YmVeJ2ZhXCd10GEgXCc5ZVwnZWRcJz 1 1bGlcJ2U4a3UgbVwnZTRzYSBuXCdmYVwnOWQgQYSBtXCdm
ZGxcJ2U4avwnZThrYSBrXCdmNFwnZj 1gXGxhbmexMDMzXGYxXHBhcgOKFQOKAA==

Content-Type: application/pdf
Content-Transfer-Encoding: base64

JVBERTOXL JQKJIcTsj6 IKNSAWIGOi1ago8PCOMZWSNdGggNiAw Il FIvVRmIsdGVy IC9GbGFOZURITY29k
ZT4+CnNOcmVhbQp4n1VSPUSDMQWVLZRYOEJL+doyJsOFON9ekRASGOVEIKmITkVq+F8STu+uOemQ
NDg4 1 DAWMDAw 1G4gC j AWMDAWMTMzMDcgMDAwWMDAgb 1 AKdHJIhaWx 1cgo8PCAVU2 16ZSAXN 1AvUm9v
dCAxI1DAgUIAVSW5mbyAy 1DAgUgovSUQgWzw1Qz 1'yNUI0Rk IxQzU2RTVFMEUXOTAYQzgyNTdDOU 14
Nj48NUMyMjVCNEZCMUMAINKU1RTBFMTkwMkM4AMjU3Qz 1CODY+XQo+PgpzdGFydHhyZWYKMTQ5Mj 1K
JSVFTOYK

—————— = NextPart_000_
Content-Type: text/html; charset=UTF-8
Content-Transfer-Encoding: base64

77u/PGhObWw+DQOoNC j x0ZWFKkPgOKPHRpdGx IPIR0ZSB0aXRsZSBpcyBub3QgZG 1 zcGxheWVkPC90
aXRsZT4NC jwvaGVhZD4NCgOKPGJIvZHk+DQo8cD5UaGl z IHR 1eHQgaXMgZG I zcGxheWVkPCOwPgOK
PC9ib2R5Pg0OKDQo8L2h0bWw+DQo=

Content-type: text/xml; charset=UTF-8
Content-Transfer-Encoding: base64

77u/PD94bWwgdmVyc2lvbj3igJwxL jHigJOgzZW5 jb2Rpbmc940CcVVRGLT j 1gJ0/PgOKPCFETONU
WVBFIHJIcXVIc3QgUFVCTEIDIDANC j xkb2M+DQo8cG9zdGNvZGU+MjEZND 1 1K8S+xaHE j cS+xaHF
pcSNxaHFvsWhxL7FvsWhx 1 3FvsWIPCOwWb3NOY29kZTANCgOKPHBvVC3RuYW1 IPsS+xaHE jcS+xaHE
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J TwvcG9zdG5hbWU+DQo8L2RvYZz4=

Content-type: application/xhtml+xml; charset=UTF-8
Content-Transfer-Encoding: base64

PD94bWwgdmVyc2lvbjOoiMS4wl i BIbmNvZGluZz0iVVRGLTgiPz4NCjwhRE9DVFIQRSBodG1s1AOK
I1CAgICBQVUIMSUMg I i0vL1czQy8vRFREIFh1VEIMIDEUMCBTdHJIpY3QvLOVOIgOKICAgICJodHRw
018vd3d3LnczLm9yZy9UUi194aHRtbDEVRFREL3hodG1sMS1zdHJIpY3QuZHRKI J4NCjxodGlsIHht
bG5zPSJodHRwWO i 8vd3d3LnczLm9yZy8x0Tk5L3hodG1s 1 iB4bWw6bGFuzZz0iZW4 i 1Gxhbmc9ImVu
1 JANCiAgPGh1YWQ+DQog I CAgPHRpdGXIP1ZpcnR1YWwg TGl icmFyeTwvdGI10bGU+DQog I DwvaGVh
ZDANC i AgPGJvZHk+DQog I CAgPHA+TW92ZWQgdG8gPGEgaHJ 1 ZjOiaHROcDovL2V4YW1lwbGUub3Jn
Ly 1+ZXhhbXBsZS5vcmc8L2E+L jwvcDANCiAgPC9i1b2R5PgOKPC90dG1sPgOKDQo=

Content-type: image/tiff
Content-Transfer-Encoding: base64

SUKqAT14BAAB4NM3SMUVDQBQH8HFXxk IXLKUIwKBLKP 1 70FRw60 1R6NCn4BdwKQm¥dH I TORDRZauKk
k34MRymVTfoOWP4 i +pCoKFczmQd6Fux8vf+4C8PCcRvV1UZFRpDTLMgeFgFV4gxXL14QFNJoO5k 1 Ady
8LFNDCXUSRI I TIPYdCCAMFAGbFhQgzoTQuuUK76 IX8TESLOWAZKDIzj 122AgXjRjUy5mTzy87RQmA
QrESW8R/1fPmid+1mOLvsmT5FP4gTz1+dN30zeTJJiMRuroQuC/YmQgVJDkX1uWSKZZ6nF31VPBR
1Asrypi+F9GtTLRoB4g540xzxRzIKEuhwLgHg5 IBowyOux15JuielLLCvgpsIYhvxPkvIwrmUespV
ONIGbJTYtvWOwDUDOXPEkJUXDMATqQVXkRaOiFFgi JEQm+73z1eYeYgYM6tB3kZcOy7DzGmJ6d 1/
Hs+bnFl10GnvsbPlYnla7UP3JFg3vLMR4GN3tzol1/3L1b01/0Y13FqP0194/F768V/w024s1BcP
AAABAWABAAAAYQEAAAEBAWABAAAAFWAAAA I BAWABAAAAAQAAAAMBAWABAAAASOAAAAYBAWABAAAA
AAAAABEBBAABAAAACAAAAB I BAWABAAAAAQAAABUBAWABAAAAAQAAABYBAWABAAAATgAAABCBBAAB
AAAAhgEAABOBBQABAAAASAI AABSBBQABAAAAUAT AABWBAWABAAAAAQAAACGBAWABAAAAAGAAADEB
AgAKAAAAWATAAAAAAAAAAABGAAAAAQAAAGAAAAABSXImYWSWaWV3AA==

—————— = NextPart_000_
Content-type: image/png
Content-Transfer-Encoding: base64

1 VBORWOKGgOAAAANSUhEUgAAAWEAAAAXAQMAAADgPWZBAAAAB IBMVEUAAAD///+12Z2/dAAAACXBI
WXMAAA7EAAAOXAGVKwAbAAABhO IEQVR42s3TMUVDQBQHBHWQSb9GSRRHP4Z00pnYJVHEa8HBTeeC
OMOV I1DQtZ8ngOEGwczn0Q4JOKkCSUO16SM/d8SRUVEpDNg7yESMFLN5eLARVWX6 1 2gvVWd i Xdg6Sr
JTHXVyEoh21YxjawPut/Ptc5FkUtBhgafstlYvChDWIB7ymsYCI6MDsVT4gyPP1Qi7yHBmj9304Y
qVzrspWEZXkW+uv 1 cVF8UKDLIKkOtkh9fh2MkzkLxt11dy722VUobk/mQebudrrLB1F joKPtorfm
1HctwamOmKTSCYU8Zw4XXc/ igWdLcsCO1+YSPVULLVDbQIAZM6EMKA4UMI 7xr58qzgURvXpgBGbFS
B9Q/bqFOUD9IR9FiIMOaagg5aL6iTUicJaZzZ6 IWNvjRrsMkkuhMs 1 F9QJ XBVJICqOwSaGz6Gfu08zd
Q425ad+aol 6RSGJuZ62VGdy06/NJI0ZPFo7w094qZRDU6bL2gwWGKGmeyJFHD/ /31/9gFcvM+gaZzn
m/XkW1F7G/6N/gB7/3MN/W6SBAAAAABIRUSErkJggg==
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Annex C (informative) Bibliography
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