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1 Introduction 
 
During signing and verifying the Qualified Electronic Signature (hereinafter referred to as “QES”) 
[2, 4, 5, 9, 10, 12, 13, 19] it is also required, in addition to AdES signing and verifying itself [1, 6, 
11, 14, 16, 21, 22], to ensure unambiguous visualization of signed documents.  
 
 

2 Scope 
 
The NSA issues the present standard in accordance with the Act on Electronic Signature, Article 10 
paragraph 2 (j).  The standard is issued for purposes of providing an unambiguous electronic 
document processing in QES signing and verification. The present document technically specifies 
properties of document basic set that are defined in Annex 3 of the NSA regulation No. 233/2007 
Coll. on manner and procedure of electronic signature use in commercial and administrative 
communication. The present document defines a transport format for documents being signed 
which task is to ensure an unambiguous type identification of the document being signed for 
visualization needs.  
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3 References 
 
References to documents defining used types and methods.   
 
[1] ETSI TS 101 733 Electronic Signature Formats (CAdES) 

[2] ETSI TR 102 272 ASN.1 format for signature policies 

[3] RFC 3280 X.509 PKI Certificate and Certificate Revocation List  4-2002 

[4] RFC 3739 Qualified Certificates Profile  3-2004 

[5] ETSI TS 101 862 Qualified Certificate Profile 

[6] RFC 3852 Cryptographic Message Syntax  7-2004 

[7] RFC 3161 Time-Stamp Protocol (TSP)  8-2001 

[8] RFC 2560 X.509 PKI Online Certificate Status Protocol  8-1999 

[9] NSA Qualified Electronic Signature Formats 

[10] Regulation of the NSA, No. 537/2002 Coll. on format and manner of QES creation 

[11] ETSI TS 102 280 X.509 V.3 Cert. Profile for Cert. Issued to Natural Persons 

[12] ETSI TR 102 437 Guidance on TS 101 456 

[13] ETSI TS 101 456 Policy Requirements for cert. authorities issuing qualified cert.  

[14] ETSI TS 102 042 Policy Requirements for cert. authorities issuing public key cert. 

[15] ETSI TS 102 231 Provision of harmonized Trust-service status information 3-2006 

[16] ETSI TS 101 903 XML Advanced Electronic Signatures (XAdES) 

[17] RFC 2560 X.509 PKI Online Certificate Status Protocol  6-1999 

[18] RFC 3548 The Base16, Base32, and Base64 Data Encodings  7-2003 

[19] Regulation of the NSA, No. 233/2007 Coll. on manner and procedure of electronic signature 

use in commercial and administrative communication 

[20] ISO/IEC 3166 Codes for the representation of countries 

[21] RFC 2822 Internet Message Format  4-2001 

[22] RFC 2046 MIME Part Two-Media Types  11-1996 

[23] RFC 3629 UTF-8, a transformation format of ISO 10646  11-2003 
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4 Abbreviations  
 
AdES Advanced Electronic Signature 

ASCII  American Standard Code for Information Interchange 

ASN.1  Abstract Syntax Notation 1 

CA Certification Authority 

CAdES CMS Advanced Electronic Signature 

CMS Cryptographic Message Syntax 

CRL Certificate Revocation List 

CRLF  the carriage return (CR) character (ASCII value 13) followed immediately by the 

line feed (LF) character (ASCII value 10) 

DER Distinguished Encoding Rules (for ASN.1) 

ESS Enhanced Security Services (enhances CMS) 

HTML Hypertext Markup Language 

HTTP Hyper Text Transfer Protocol 

ISO International Organization for Standardization 

MIME Multipurpose Internet Mail Extensions 

OCSP Online Certificate Status Protocol 

OID Object Identifier 

PKIX internet X.509 Public Key Infrastructure 

QC Qualified Certificate 

SHA-1 Secure Hash Algorithm 1  

TSA Time-Stamping Authorities 

TSP Time Stamp Protocol 

URI Uniform Resource Identifier 

URL Uniform Resource Locator 

UTF-8 Transformation format of ISO 10646 

XAdES XML Advanced Electronic Signature 

XHTML Extensible Hypertext Markup Language 

XML eXtensible Markup Language 

QES Qualified Electronic Signature 
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5 Basic set of MIME types for documents being signed  
 
Documents being signed by QES [9] shall be stored in a format that enables unambiguous 
document type identification for a visualized component of the application for QES. To ensure this 
basic QES property, there was selected a coding of documents being signed into MIME [21] with 
the exact restricted minimal set of MIME types [22] and codings [18] that shall be recognized and 
processed by applications for QES. Thus, it will ensure an unambiguous identification of document 
types and interoperability between individual applications as they will be able to identify if they can 
visualize the given document type unambiguously and hence to verify created QES.  
 
In internal CAdES [1] (Enveloping Signature in XAdES [16]) signature, the MIME textual file 
containing electronic document (s) with registered MIME types is signed directly. In external 
CAdES [1] (Detached Signature in XAdES [16]) signature, the external MIME textual file that has 
“EML” extension and contains electronic document (s) with registered MIME types is signed. 
   

Table 1 Basic MIME types of documents for QES 

 Registered MIME Content-Type Short description 
1. message/rfc822 General marking of MIME message envelope 

containing MIME types as specified below. 
2. multipart/mixed; 

   boundary=”a devider –of documents” 
Defines a sequence of signed documents which 
MIME codings are divided by a divider given in 
boundary attribute. 

3. text/plain; charset=UTF-8 ASCII textual document in UTF-8 coding. 
4. text/rtf Microsoft/Apple Rich Text Format (RTF) 
5. application/pdf Adobe Portable Document Format (PDF) 
6. text/html; charset=UTF-8 HTML format 
7. text/xml; charset=UTF-8 XML format 
8. application/xhtml+xml; charset=UTF-8 XHTML format 
9. image/tiff Tag Image File Format 
10. image/png Portable Network Graphics format 
 
   

Table 2 Basic MIME types of document coding for QES 

 MIME Content-Transfer-Encoding Short description 
1. 8bit Coding of a character up to 8 bits. 
2. base64 Coding of a document by means of Base64. 
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Annex A  (informative) Document type limitations for QES document 
visualization needs  

 
A.1 ASCII textual document in UTF-8   
 
According to the present document the Content-Transfer-Encoding 8bit coding of a textual 
document in UTF-8 requires a limited line length on recommended 76 characters in MIME. 
According to [21] each line of characters MUST be no more than 998 characters, and SHOULD be 
no more than 78 characters, excluding the CRLF.  
 
The Content-Transfer-Encoding base64 coding of a textual document in UTF-8 does not require 
any restrictions on the line length in the number of characters.  
 
A.2 RTF document 
 
A document in RTF shall contain only static objects and all necessary document components shall 
be directly in RTF document, i.e. it shall not contain references on external resources that might 
change visualization. RTF shall not contain other document types than defined in [19] and pictures 
which visualization is not unambiguous, i.e. animations and pictures with used lossy (irreversible) 
compression. 
 
A.3 PDF document 
 
A document in PDF shall contain only static objects and all necessary document components shall 
be directly in PDF document, i.e. it shall not contain references on external resources that might 
change visualization. PDF shall not contain other document types than defined in [19] and pictures 
which visualization is not unambiguous, i.e. animations and pictures with used lossy (irreversible) 
compression. 
 
A.4 HTML and XHTML document 
 
A document in HTML and XHTML shall contain only static objects and all necessary document 
components shall be directly in HTML and XHTML document, i.e. it shall not contain references 
on external resources that might change visualization. HTML and XHTML shall not contain other 
document types than defined in [19] and pictures which visualization is not unambiguous, i.e. 
animations and pictures with used lossy (irreversible) compression. 
 
A.5 XML document 
 
A document in XML shall contain only static objects and all necessary document components shall 
be directly in XML document, i.e. it shall not contain references on external resources that might 
change visualization. XML shall not contain other document types than defined in [19] and pictures 
which visualization is not unambiguous, i.e. animations and pictures with used lossy (irreversible) 
compression. 
 
A.6 TIFF picture 
 
TIFF picture shall contain only static representation and shall not contain references on external 
resources that might change visualization. TIFF picture shall not contain pictures which 
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visualization is not unambiguous, i.e. animations and pictures with used lossy (irreversible) 
compression. 
 
A.7 PNG picture 
 
PNG picture shall contain only static representation and shall not contain references on external 
resources that might change visualization. PNG picture shall not contain pictures which 
visualization is not unambiguous, i.e. animations and pictures with used lossy (irreversible) 
compression. 
 
A.8 Combinations of document types 
 
If an electronic document being signed contains a sequence of documents or encapsulated 
documents, then types of such documents shall be only of the type defined in [19]. 
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Annex B  (informative) Examples of documents in MIME coding  
 
B.1 An example of a textual document in UTF-8  
 
Textual 8bit coding with the MIME limitation of the line length on 76 characters. 
 
Content-type: text/plain; charset=UTF-8 
Content-Transfer-Encoding: 8bit 
 
Dear Colleagues, 
 
Thank you for putting the details of the possible security attack into 
CIRCA. 
 
Best regards, 
Peter 
 
 
Base64 coding of the TXT file 
 
Content-Type: text/plain; charset=UTF-8 
Content-Transfer-Encoding: base64 
 
77u/DQoyMTM0MjUrxL7FocSNxL7FocWlxI3FocW+xaHEvsW+xaHEjcW+xaUNCg0KxL7FocSNxL7F 
ocSNDQogxL7FocSNxaHEvsSNDQoNCmEgdGFrIGRhbGVqDQo= 
 
 
B.2 An example of PDF document  
 
Content-Type: application/pdf 
Content-Transfer-Encoding: base64 
 
JVBERi0xLjMKJcfsj6IKNSAwIG9iago8PC9MZW5ndGggNiAwIFIvRmlsdGVyIC9GbGF0ZURlY29k 
ZT4+CnN0cmVhbQp4nHWPwWrDMAyGadOurVq2PYKOziGaLae2dR2MQm8NvjU7daxQyCDZ+0Od0EFg 
xLp8+vkk5BY1GUbd1x9cGnirPF5/YYixOjygu0ILgWz/hmDMlwbfYxoMKCR7MR7jN2gSCWLcYBjk 
wFSKR+8scUhGA2o2zxZZHm9QMDvSzmExLNAO4xec1TIvNO25FPbq6cFGjFqN8vWIs5GzmXDqn4ml 
24mB3T/HBKtLNc8/4xGYbTrcYuGCptT0h6u6e37Zrl/7n31EOKW6A4GSRH9lbmRzdHJlYW0KZW5k 
b2JqCjYgMCBvYmoKMjA0CmVuZG9iago0IDAgb2JqCjw8L1R5cGUvUGFnZS9NZWRpYUJveCBbMCAw 
IDU5NSA4NDJdCi9Sb3RhdGUgMC9QYXJlbnQgMyAwIFIKL1Jlc291cmNlczw8L1Byb2NTZXRbL1BE 
RiAvVGV4dF0KL0V4dEdTdGF0ZSAxMCAwIFIKL0ZvbnQgMTEgMCBSCj4+Ci9Db250ZW50cyA1IDAg 
Ugo+PgplbmRvYmoKMyAwIG9iago8PCAvVHlwZSAvUGFnZXMgL0tpZHMgWwo0IDAgUgpdIC9Db3Vu 
dCAxCi9Sb3RhdGUgMD4+CmVuZG9iagoxIDAgb2JqCjw8L1R5cGUgL0NhdGFsb2cgL1BhZ2VzIDMg 
MCBSCj4+CmVuZG9iago3IDAgb2JqCjw8L1R5cGUvRXh0R1N0YXRlCi9PUE0gMT4+ZW5kb2JqCjEw 
IDAgb2JqCjw8L1I3CjcgMCBSPj4KZW5kb2JqCjExIDAgb2JqCjw8L1I4CjggMCBSPj4KZW5kb2Jq 
CjEzIDAgb2JqCjw8L0ZpbHRlci9GbGF0ZURlY29kZS9MZW5ndGggMjQyPj5zdHJlYW0KeJxdkT1u 
wzAMRnefQjcw5R+5AQIuyZKhQdH2ArJEBRoiC4oz9PYxxbpDhyfgSfwGfmpPl/MlxVW1H2VxX7Sq 
EJMv9FiexZGa6RZTozvlo1t/rZ7ubnPTnt5t/v7JpLYBCuJXe6f2U/f1RkvGLZ4e2ToqNt2oOQLg 
MQRsKPl/T3qUxBz2UY0CmBk37VCAjlh7FGAaWAcUYHpjHVGAoQ4bFMAcWCcUNHjWAwowjawWBTA1 
O6MApr46FMBYVo8CjMBKKIDRrAEFMNOmelueAeh1rWDfldvgWvcWlXuWQmmt3dduudOY6O978pI5 
pTaaF67ngQkKZW5kc3RyZWFtCmVuZG9iago4IDAgb2JqCjw8L0Jhc2VGb250L1JYTlFPTCtMdWNp 
ZGFDb25zb2xlL0ZvbnREZXNjcmlwdG9yIDkgMCBSL1RvVW5pY29kZSAxMyAwIFIvVHlwZS9Gb250 
Ci9GaXJzdENoYXIgMS9MYXN0Q2hhciAxNi9XaWR0aHNbIDYwMyA2MDMgNjAzIDYwMyA2MDMgNjAz 
... 
dCAxIDAgUiAvSW5mbyAyIDAgUgovSUQgWzw4MDRDRjJDMUZDQTg1RDZDQ0I3RUZGNUU1NUZCQjc3 
RD48ODA0Q0YyQzFGQ0E4NUQ2Q0NCN0VGRjVFNTVGQkI3N0Q+XQo+PgpzdGFydHhyZWYKNDYyNQol 
JUVPRgo= 
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B.3 An example of several documents in one multipart MIME coding  
 
Content-Type: multipart/mixed; boundary="----=_NextPart_000_" 
 
This is a multi-part message in MIME format. 
 
------=_NextPart_000_ 
Content-type: text/plain; charset=UTF-8 
Content-Transfer-Encoding: 8bit 
 
Dear Colleagues, 
 
Thank you for putting the details of the possible security attack into 
CIRCA. 
 
Best regards, 
Peter 
 
------=_NextPart_000_ 
Content-Type: text/plain; charset=UTF-8 
Content-Transfer-Encoding: base64 
 
77u/DQoyMTM0MjUrxL7FocSNxL7FocWlxI3FocW+xaHEvsW+xaHEjcW+xaUNCg0KxL7FocSNxL7F 
ocSNDQogxL7FocSNxaHEvsSNDQoNCmEgdGFrIGRhbGVqDQo= 
 
------=_NextPart_000_ 
Content-Type: text/rtf 
Content-Transfer-Encoding: base64 
 
e1xydGYxXGFuc2lcYW5zaWNwZzEyNTBcZGVmZjBcZGVmbGFuZzEwNTF7XGZvbnR0Ymx7XGYwXGZz 
d2lzc1xmY2hhcnNldDIzOHtcKlxmbmFtZSBBcmlhbDt9QXJpYWwgQ0U7fXtcZjFcZm5pbFxmY2hh 
cnNldDAgO319DQp7XCpcZ2VuZXJhdG9yIE1zZnRlZGl0IDUuNDEuMTUuMTUwNzt9XHZpZXdraW5k 
NFx1YzFccGFyZFxmMFxmczIwXCdjOGlzdG8gdGVzdCBcJ2U4byBcJzlhXCdlOGlqIFwnOWRhIFwn 
YmVcJ2ZhXCdlOGEgXCc5ZVwnZWRcJzllbGlcJ2U4a3UgbVwnZTRzYSBuXCdmYVwnOWQgYSBtXCdm 
ZGxcJ2U4aVwnZThrYSBrXCdmNFwnZjIgXGxhbmcxMDMzXGYxXHBhcg0KfQ0KAA== 
 
------=_NextPart_000_ 
Content-Type: application/pdf 
Content-Transfer-Encoding: base64 
 
JVBERi0xLjQKJcfsj6IKNSAwIG9iago8PC9MZW5ndGggNiAwIFIvRmlsdGVyIC9GbGF0ZURlY29k 
ZT4+CnN0cmVhbQp4nIVSPU8DMQwVLZRyoEJL+doyJsOFON9ekRASG9VtlKmITkVq+f8STu+uOemQ 
NDg4IDAwMDAwIG4gCjAwMDAwMTMzMDcgMDAwMDAgbiAKdHJhaWxlcgo8PCAvU2l6ZSAxNiAvUm9v 
dCAxIDAgUiAvSW5mbyAyIDAgUgovSUQgWzw1QzIyNUI0RkIxQzU2RTVFMEUxOTAyQzgyNTdDOUI4 
Nj48NUMyMjVCNEZCMUM1NkU1RTBFMTkwMkM4MjU3QzlCODY+XQo+PgpzdGFydHhyZWYKMTQ5MjIK 
JSVFT0YK 
 
------=_NextPart_000_ 
Content-Type: text/html; charset=UTF-8 
Content-Transfer-Encoding: base64 
 
77u/PGh0bWw+DQoNCjxoZWFkPg0KPHRpdGxlPlRoZSB0aXRsZSBpcyBub3QgZGlzcGxheWVkPC90 
aXRsZT4NCjwvaGVhZD4NCg0KPGJvZHk+DQo8cD5UaGlzIHRleHQgaXMgZGlzcGxheWVkPC9wPg0K 
PC9ib2R5Pg0KDQo8L2h0bWw+DQo= 
 
------=_NextPart_000_ 
Content-type: text/xml; charset=UTF-8 
Content-Transfer-Encoding: base64 
 
77u/PD94bWwgdmVyc2lvbj3igJwxLjHigJ0gZW5jb2Rpbmc94oCcVVRGLTjigJ0/Pg0KPCFET0NU 
WVBFIHJlcXVlc3QgUFVCTElDID4NCjxkb2M+DQo8cG9zdGNvZGU+MjEzNDI1K8S+xaHEjcS+xaHF 
pcSNxaHFvsWhxL7FvsWhxI3FvsWlPC9wb3N0Y29kZT4NCg0KPHBvc3RuYW1lPsS+xaHEjcS+xaHE 
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jTwvcG9zdG5hbWU+DQo8L2RvYz4= 
 
------=_NextPart_000_ 
Content-type: application/xhtml+xml; charset=UTF-8 
Content-Transfer-Encoding: base64 
 
PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0iVVRGLTgiPz4NCjwhRE9DVFlQRSBodG1sIA0K 
ICAgICBQVUJMSUMgIi0vL1czQy8vRFREIFhIVE1MIDEuMCBTdHJpY3QvL0VOIg0KICAgICJodHRw 
Oi8vd3d3LnczLm9yZy9UUi94aHRtbDEvRFREL3hodG1sMS1zdHJpY3QuZHRkIj4NCjxodG1sIHht 
bG5zPSJodHRwOi8vd3d3LnczLm9yZy8xOTk5L3hodG1sIiB4bWw6bGFuZz0iZW4iIGxhbmc9ImVu 
Ij4NCiAgPGhlYWQ+DQogICAgPHRpdGxlPlZpcnR1YWwgTGlicmFyeTwvdGl0bGU+DQogIDwvaGVh 
ZD4NCiAgPGJvZHk+DQogICAgPHA+TW92ZWQgdG8gPGEgaHJlZj0iaHR0cDovL2V4YW1wbGUub3Jn 
LyI+ZXhhbXBsZS5vcmc8L2E+LjwvcD4NCiAgPC9ib2R5Pg0KPC9odG1sPg0KDQo= 
 
------=_NextPart_000_ 
Content-type: image/tiff 
Content-Transfer-Encoding: base64 
 
SUkqAI4BAAB4nM3SMUvDQBQH8HfxklxLKUlwKBLkPI7OFRw6OIR6NCn4BdwKQmfdHIT0RDRZauKk 
k34MRymVfo0WP4i+pCoKFczmQd6Fux8vf+4C8PcRv1UZFRpDTLMqeFgFV4qxXL14QFNJoO5kIAdy 
8LFNDCxU5RIITIPYdCCAMfAGbFhQgzofQuuK76Ix8TE8LOwAZkDIzji22AqXjRjUy5mTzy87RQmA 
QrESW8R/1fPmid+1m9LvsmT5fP4gTz1+dN30zeTJJiMRurOQuC/YmQgVJDkXiuWSKZZ6nF3IVPBR 
lAsrypi+F9GtTLRoB4g54oxzxRzJKEuhwLqHq5lBowy0uxl5JuieLLCvgpsJYhvxPkvJwrmUespV 
ONlGbJfYtvW0wDUDOxPEkJUxDM4TqQVXkRa0iFFgijEQm+73zIeYeYgYM6tB3kZc0y7DzGmJ6dI/ 
Hs+bnfI0GnvsbPlYnIa7UP3JFg3vLMR4Gn3tzoIf1/3L1bO1/0Yl3FqPO194/f768V/wO24slBcP 
AAABAwABAAAAYQEAAAEBAwABAAAAFwAAAAIBAwABAAAAAQAAAAMBAwABAAAAsoAAAAYBAwABAAAA 
AAAAABEBBAABAAAACAAAABIBAwABAAAAAQAAABUBAwABAAAAAQAAABYBAwABAAAAtgAAABcBBAAB 
AAAAhgEAABoBBQABAAAASAIAABsBBQABAAAAUAIAABwBAwABAAAAAQAAACgBAwABAAAAAgAAADEB 
AgAKAAAAWAIAAAAAAAAAAABgAAAAAQAAAGAAAAABSXJmYW5WaWV3AA== 
 
------=_NextPart_000_ 
Content-type: image/png 
Content-Transfer-Encoding: base64 
 
iVBORw0KGgoAAAANSUhEUgAAAWEAAAAXAQMAAADgPWz8AAAABlBMVEUAAAD///+l2Z/dAAAACXBI 
WXMAAA7EAAAOxAGVKw4bAAABh0lEQVR42s3TMUvDQBQH8HwQSb9GsRRHP4ZOOpnYJVHEa8HBTeeC 
0M0vIDQtZ8ng0EGwcznOQ4J0kCSU0l6SM/d8SRUV6pDNg7yE5MfLn5eLARVWx6i2qvVWdiXdq6Sr 
JTHXVyEoh2lYxjawPut/Ptc5FkUtBhqafsfIYvChDWIB7ymsYCl6MDsVT4gyPPIQi7yHBmj93O4Y 
qVzrspWEZXkW+uvlcVF8UKDLJKkOtkh9fh2MkzkLxtI1dy722VUobk/mQebuJrrLB1FjoKPtorfm 
1Hctwam0mKTSCYU8Zw4XXc/iqWdLcsC9I+YSPvULLVDbQlAZM6mkA4UmI7xr58qzgURvXpgBGbFS 
B9Q/bqFOUD9IR9fiM0aagg5aL6iTUicJaZZ6lWNvjRrsMkkuhMsIF9QjXBVJCq0wSaGz6GfuO8zd 
Q425ad+aol6RSGJuZ62VGdy06/NJOZPFo7w094qZRDU6bL2qwWGKGmcyJFHD//3l/9gFcvM+qaZn 
m/XkW1f7G/6N/gB7/3MN/W6sBAAAAABJRU5ErkJggg== 
 
------=_NextPart_000_-- 
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