List of Classified Information in the competence othe Authority

Security | Area as per
IS\Ieoq. Classified Information i[;?;'{' GAoc:tnge.é). No. Rationale
Level 216/2004 Coll.

1. International negotiations and their As a consequence of its unauthorised handlingoitldvharm the interests ¢f
preparation, including international legal entities or individuals, protected by law,igthwould be disadvantageops
negotiations on contractual documents, if to the interests of the Slovak Republic.
their nature requires this, and international v (p). (). ()

1 (e
contracts and their performance, if the
contracting parties agree to this.

2. International negotiations and their As a consequence of its unauthorised handlingoitlevdamage national and
preparation, including international public interests, interests of a body of the séabministration protected by law,
negotiations on contractual documents, if and thereby it would result in simple damage to ititerests of the Slovak
their nature requires this, and international D ). (). (© Republi

, d public.
contracts and their performance, if the
contracting parties agree to this.

3. International negotiations and their As a consequence of its unauthorised handlingpitlevjeopardize interests pf
preparation, including international the state in the international field, foreign-pwliposition and security of t
negotiations on contractual documents, if 1 ®), (), () contracting parties, relations with friendly goverents, and thereby it would
their nature requires this, and international Tl result in grave damage to the interests of theéd&epublic.
contracts and their performance, if the
contracting parties agree to this.

4, International negotiations and their As a consequence of its unauthorised handling, adulev result in serious
preparation, including international jeopardy to the maintenance of constitutionalitypveseignty, territoria
negotiations on contractual documents, if b ), (), () integrity of the state, and thereby it would cairsgparable and grave damage
their nature requires this, and international T to the field of defence, security, economic relasio foreign policy o
contracts and their performance, if the international relations, and thereby it would résu exceptionally grave
contracting parties agree to this. damage to the interests of the Slovak Republic.

5. Documentation in the field of defence, Documentation contains in particular data conceyriire understanding of the
protection and \% (@), (e), (v declaration of war, hostilities, martial law andexgency, performance of tasks

security of the state and the protection of

17

in crisis situations outside a time of war and hitiss, and activities of the




installations

crisis staff of the director of the Authority. Thugh their disclosure there wou
occur a disruption in the Authority’s activities thie place of its residence,
alternate place, at the time of their declaratang thereby also weakening t
effectiveness of the protection system of classifidformation, which woulg
harm the interests of legal entities or individugisotected by law, whic
would be disadvantageous to the interests of tbeaRlIRepublic.
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6. Selected elements from security Selected elements from security documentation owsipal and building
documentation on physical and building security containing in particular risk evaluatiogecurity and crisis plan ¢
security of installations and protected areas, building protection, regime measures and the meaingheir inspection
selected elements from project Selected elements from project documentation, rtiquéar intrusion detectio
documentation compiled for installations system and the access control system, containinmaiticular information om
and protected areas, and governing acts (e), (), technical security of building protection. Infornwat disclosure from suc
concerning the protection of classified (m), (0), (t) | documentations would result in jeopardizing thelding protection system ¢
information the Authority and arising its disruption conditipnmssible leak of classifie

information protected by the Slovak republic, andssified information
protected according to an international agreemesnich would harm the
interests of legal entities or individuals, proeettby law, which would b
disadvantageous to the interests of the Slovak Repu

7. Analytical, conceptual and planning (@), (e), (9), (h),| Its unauthorised handling would cause harm to titerésts of the Authority
materials concerning the protection of @, (1), (m), (0), | protected by law, which would be disadvantageoubkéanterests of the Slova
classified information (p), (s), (1), (v) | Republic.

8. Analytical, conceptual and planning @), (&), (@), (h) As a consequence of its unauthorised handling, aulev damage national
materials concerning the protection of (0 ' 0 ('m) ’(o) ' interests or interests of a body of the state awtnation protected by law, ar
classified information 7 20| thereby it would result in simple damage to theeriests of the Slovak

(p). (s). (1), (V) Republic.

9. Analytical, conceptual and planning @), (&), (@), (h) As a consequence of its unauthorised handling,oitilév jeopardize foreig
materials concerning the protection of (0 ’(I) ('m) ’(o) ' policy position, security and interests of the Sllovepublic in the internation
classified information 7 '\ ’Y | sphere, and thereby it would result in grave damtagéhe interests of th

(). (5). (0. V) Slovak republic
10. | Agreements and cooperation with the armed Cooperation of the Authority with bodies of the tstaadministration ir

forces, armed security corps, armed corp
and the Slovak Information Service.

lv)

(t)

particular with the Ministry of the Interior of thglovak republic, the Ministr

of Defence of the Slovak republic and the Slovalorimation Service, fro
which it requests the provision of source documants information gained i




the framework of their competence. Selected datm fthe results of mutual
cooperation have the nature of classified inforomatiTheir disclosure woulf
reveal forms, methods and means used by cooperzdntigs, or impinge upon
the rights of third parties and cause harm to miberésts of cooperating partigs,
protected by law, state interests, and which wdidddisadvantageous to the
interests of the Slovak Republic.

7N N

11. | Agreements and cooperation with the armed
forces, armed security corps, armed corps Cooperation in forestalling and removing secungks with bodies of the staje
and the Slovak Information Service. administration in particular with the Ministry ohe Interior of the Slova

republic, the Ministry of Defence of the Slovak wbpc and the Slova
Information Service, from which it requests theyismn of source documents
D M, @ and information gained in the framework of theirm:uatent.:e.

' Selected data from the results of mutual cooperatiave the nature of
classified information. Their disclosure would ravdorms, methods a
means used by cooperating parties, or impinge tipenmights of third partie
and cause harm to the interests of cooperatingepagirotected by law, staje
interests, and which would result in simple damé&gethe interests of th
Slovak Republic.

12. | Negotiation, the content of which is Its unauthorised handling would cause harm to tibereésts of the Authority,
classified information and related \% (a) to (v) protected by law, which would be disadvantageoukeanterests of the Slovak
documentation. Republic.

13. | Negotiation, the content of which is As a consequence of its unauthorised handling, atlev damage national
classified information and related D (@) to (v) interests or interests of a body of the state adtnation protected by law, ard
documentation. thereby it would result in simple damage to theerests of the Slovak

Republic.

14. | Negotiation, the content of which is As a consequence of its unauthorised handling,oitilev jeopardize foreign
classified information and related 1 (@) to (v) policy position, security and interests of the @llovepublic in the international
documentation. sphere, and thereby it would result in grave damagéhe interests of the

Slovak republic.

15. | Negotiation, the content of which is As a consequence of its unauthorised handling, atilev result in serioug

classified information and related b (@) to (v) jeopardy to the maintenance of constitutionalitgveseignty, territoria

documentation.

integrity of the state, or it would cause irrepdeadnd grave damage to the field
of defence, security, economic relations, foreigoliqy or internationa




relations, and thereby it would result in excepgibn grave damage to the

interests of the Slovak Republic.
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16. | Security file of a nominee or security file of Its unauthorised handling would cause harm to titere@sts of a nominee

an entrepreneur. 0 entrepreneur, protected by law, which would bedliaatageous to the interesgts
of the Slovak Republic. (In case, a security feriarked with a higher security
classification, the file shall be marked with thgher security classification).

17. | Selected date and documentation of Selected data from these activities and their deruation is to be classifigd
organization, form, means, results of the due to ensuring their unbiased performance, andethdts from these activitigs
internal protection section activities of the are to be protected from abuse of their objectiwestigation, documentatign
Authority and the means of its () and subsequent objective evaluation and imposiibappropriate measures
classification. directed to the improvement of effectiveness of thassified informatior

protection within the Authority. Disclosure ofetbe data would cause harm to
the interests of legal entities or individuals, tpated by law, which would be
disadvantageous to the interests of the Slovak Repu

18. | Information systems connected with Unauthorised handling of information system wouwdige harm to the interegts
personnel security and industrial security, of legal entities or individuals, protected by lawyhich would be

(1), (m) disadvantageous to the interests of the Slovak BRepu (In case, th]f
information system is certificated on higher lew¢lsecurity classification,
shall be marked with the higher security classifcmaaccordingly.)

19. | Summary lists of persons who have been Disclosure of the mentioned data may make availapéeific data of persors
issued a security clearance certificate and on their affiliation to security units, includingéd intelligence services, with
selected data of persons who have been 0 direct impact on the fulfilment of designated tasksm the side of these
issued a security certificate. persons. It would result in damage to national jamlolic interests, interests

a body of the state administration protected by, lanwd thereby it would resuyt
in simple damage to the interests of the SlovakuRkgp

20. | Summary data and documentation of means As a consequence of unauthorised handling of thetioreed data, it would
of the protection of information classified jeopardize defence, security and interests of theva® republic in the
Prisne tajné a Tajné (0) international and economic sphere, and therebyiilavresult in grave damage

to the interests of the Slovak republic.

21. | Summary data and documentation of means As a consequence of unauthorised handling of thetioreed data, it woul
on the protection of information classified (o) jeopardize national and public interests, interestsa body of the stajf

Doéverné and Vyhradené, and selected dg

administration protected by law, and thereby it ldowesult in simple damage




and documents on means of the protectio
of information classified Prisne tajné and
Tajné.

to the interests of the Slovak Republic.
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22. | Selected data and documents on means pf Unauthorised handling of the mentioned data woalgse harm to the interegts
the protection of information classified vV 0) of a body of the state administration, legal eesitor individuals, protected hy
Déverné and Vyhradené. law, which would be disadvantageous to the intsrekthe Slovak Republic.

23. | Cryptographic materials and summary data As a consequence of unauthorised handling of thetioreed data, it Wouﬁi
concerning research, development, seriously jeopardize the maintenance of constiatity, sovereignty, territori
production, protection, operation, key integrity of the state, or it would cause irrepdeadnd grave damage to the fi¢
management, cryptographic materials, and PT 0) of defence, security, economic relations, foreigoligy or internationa
network topologies of systems and means of relations, and thereby it would result in excepaibn grave damage to the
the cryptographic protection of information interests of the Slovak Repubilic.
designated for the protection of informatign
classified Prisne tajné.

24. | Partial data concerning research, As a consequence of unauthorised handling of thetioreed data, it would
development, production, protection, jeopardize defence, security and interests of thmvaR republic in the
operation, key management, cryptographjc international and economic sphere, and therebyitlévresult in grave damag
materials, and network topologies of T (0) to the interests of the Slovak republic.
systems and means of the cryptographic
protection of information designated for the
protection of information classified Prisne|
tajné.

25. | Cryptographic materials and summary data As a consequence of unauthorised handling of thetioreed data, it would
concerning research, development, jeopardize defence, security and interests of thmvaR republic in the
protection, operation, key management, international and economic sphere, and therebyitlévresult in grave damag
cryptographic materials, and network T (0) to the interests of the Slovak republic.
topologies of systems and means of the
cryptographic protection of information
designated for protection of information
classified Tajné.

26. | Partial data concerning research, (0) As a carmszp of unauthorised handling of the mentionea, datwould




development, production, protection,
operation, key management, cryptograph
materials, and network topologies of
systems and means of the cryptographic

protection of information designated for the

protection of information classified Tajné.

c

jeopardize national and public interests, interesitsa body of the sta

administration protected by law, and thereby it ldowesult in simple damage

to the interests of the Slovak Republic.

27. | Summary data concerning research, As a consequence of unauthorised handling of thetioreed data, it woul
development, protection, operation, key jeopardize national and public interests, interestsa body of the state
management, cryptographic materials, and administration protected by law, and thereby it ldoeesult in simple damage
network topologies of systems and means of D (o) to the interests of the Slovak Repubilic.
the cryptographic protection of information
designated for protection of information
classified Déverné and Vyhradeneé.

28. | Partial data concerning research, Unauthorised handling of the mentioned data woalagse harm to the interegts
development, production, protection, of a body of the state administration, legal essitor individuals, protected lyy
operation, key management, cryptographjc law, which would be disadvantageous to the interesthe Slovak Republic.
materials, and network topologies of

: Vv (0)
systems and means of the cryptographic
protection of information designated for the
protection of information classified Déverné
and Vyhradené.

29. | Summary data concerning research and As a consequence of unauthorised handling of thetioreed data, it would
development in the field of cryptology, jeopardize defence, security and interests of theva® republic in the
summary data on special forms and methods T (o) international and economic sphere, and therebwitldvresult in grave damage
of cryptology used in the cryptographic to the interests of the Slovak republic.
protection of information.

30. | Partial data concerning research and As a consequence of unauthorised handling of thetioreed data, it would
development in the field of cryptology, harm national and public interests, interests lod@dy of the state administration
partial data on special forms and methods of protected by law, and thereby it would result imglie damage to the interests
cryptology used in the cryptographic D (o) of the Slovak Republic.

protection of information, cryptologic and
security analyses of systems and means
the cryptographic protection of informatio

of




31. | Security standards for the field of the As a consequence of unauthorised handling of thetiored data, it would
cryptographic protection of information and harm national and public interests, interestslod@dy of the state administration
for the protection against unintentional ©) protected by law, and thereby it would result imgle damage to the interests
electromagnetic emissions of technical of the Slovak Republic.
devices and devices for the cryptographic
protection of information.

32. | Documentation for proposals for the As a consequence of unauthorised handling of thetioreed data, it would
approval of means of the cryptographic harm national and public interests, interests lod@dy of the state administration
protection of information into operation to protected by law, and thereby it would result imglie damage to the interests
protect information classified Prisne tajné (o) of the Slovak Republic.
and rules and regulations for using such
means.

33. | Documentation for proposals for the Unauthorised handling of the mentioned data woalase harm to the interests
approval of means of the cryptographic of a body of the state administration, legal essitor individuals, protected lyy
protection of information into operation to 0) law, which would be disadvantageous to the intereSthe Slovak Republic.
protect information classified Tajné,

Doéverné and Vyhradené, and rules and
regulations for using such means.

34. | Principles of the cryptographic protection of As a consequence of unauthorised handling of thetioreed data, it woul
information, information system of the ) jeopardize national and public interests, interestsa body of the sta
cryptographic protection of information. administration protected by law, and thereby it ldow@sult in simple damage

to the interests of the Slovak Republic.

35. | The organisation and securing classified As a consequence of unauthorised handling of thetioreed data, it woul
governmental and foreign links by the jeopardize national and public interests, interestsa body of the state
cryptographic protection of transferred (@) administration protected by law, and thereby it ldow@sult in simple damage
information; the classified network to the interests of the Slovak Repubilic.
configuration.

36. | Records connected with the cryptographic Unauthorised handling of the mentioned data woalagse harm to the interegts
protection of information. (0) of a body of the state administration, legal eesitor individuals, protected hjy

law, which would be disadvantageous to the intsrekthe Slovak Republic

37. | Records and selected accountable records (i), (0) Unauthorised handling of the mentioned data woalagse harm to the interests

connected with the cryptographic protecti

y

of a body of the state administration, legal eesitor individuals, protected [




of information.

law, which would be disadvantageous to the interekthe Slovak Republic

38. | Security documentation of technical deviges Unauthorised handling of the mentioned data woalagse harm to the interegts
for the security classification level Déverné VvV (m), (0) of a body of the state administration, legal eesitor individuals, protected hjy
and Vyhradené. law, which would be disadvantageous to the interekthe Slovak Republic

39. | Security documentation of technical deviges Disclosure of information included in the mentiongocuments would harm
for the security classification level Prisne D (m), (o) the interests of a body of state administrationtguted by law, and therebyyjit
tajné and Tajné would simply harm the interests of the Slovak Rdigub

40. | The results of vulnerability evaluations and Unauthorised handling of the mentioned data woalgse harm to the interegts
penetrating tests of technical devices for the vV 0 of a body of the state administration, legal eesitor individuals, protected hy
security classification level Doverné and law, which would be disadvantageous to the intsrekthe Slovak Republic
Vyhradené.

41. | The results of vulnerability evaluations and As a consequence of unauthorised handling of thetioreed data, it would
penetrating tests of technical devices for the harm national and public interests, interests lod@dy of the state administration
security classification level Prisne tajné and D (1) protected by law, and thereby it would result imglie damage to the interests
Dbéverné. of the Slovak Republic.

42. | Selected security standards for the field of Unauthorised handling of the mentioned data woalagse harm to the interegts
technical devices security. (0) of a body of the state administration, legal essitor individuals, protected lyy

law, which would be disadvantageous to the intereSthe Slovak Republic.

43. | Selected accreditation declaration on Unauthorised handling of the mentioned data woalgse harm to the interegts
compliance of NATO and EU Vv (0) of a body of the state administration, legal eesitor individuals, protected hjy
communication and information systems. law, which would be disadvantageous to the interethe Slovak Republic.

44. | Security standards for the field of the As a consequence of unauthorised handling of thetioreed data ang
cryptographic protection of information and information, it would cause harm to the interestsaobody of the statg
for the protection against unintentional administration, legal entities or individuals, groted by law, which would be

. L : \Y (0) : : .
electromagnetic emissions of technical disadvantageous to the interests of the Slovak Riepu
devices and devices for the cryptographic
protection of information.

45. | Selected information and documents As a consequence of unauthorised handling of thetiored data ang
connected with providing the protection Vv (M), (0) information, it would cause harm to the interestsaobody of the statg
against unintentional electromagnetic ’ administration, legal entities or individuals, grated by law, which would be

radiation.

disadvantageous to the interests of the Slovak Repu




U2

46. | Selected information and documentation As a consequence of unauthorised handling of thetioreed data ang
connected with providing the protection (M), (0) information, it would harm national and public irgsts, interests of a body pf
against unintentional electromagnetic ' the state administration protected by law, andetiweiit would result in simple
radiation. damage to the interests of the Slovak Republic.

47. | Contracts and agreements with the The most important matters concerning the subjectdesigning and
integrator and main subcontractors for implementation of the Backbone, terms of its redions and the means [of
designing, implementation and operating financing each phase. The Backbone will be intemested with statg
the Backbone for transmission of classified departments on the national level, and with EU ldAdO on the international
information (hereinafter as "NS PUI"). (m) level. As a consequence of unauthorised handlihghe subject of the¢

contracts and agreements, it would jeopardize esterof the state and the
parties, with the impact on the obligations at oradl and international Ievil(,
and thereby it would result in grave damage to itlierests of the Slov
Republic.

48. | Contracts and agreements with Contracts and Agreements with subcontractors &etegral part of the whole
subcontractors for designing, process of the designing, implementation, and djerahe Backbone. As ja
implementation, and operating NS PUI. consequence of unauthorised handling of these dextsnit would disrup

(m) performance of planned tasks of the mentioned psycand it would result ip
harm to national and public interests, interests aofbody of the state
administration, protected by law, and thereby iuldoresult in simple damage
to the interests of the Slovak Republic.

49. | Contracts and agreements with co-operators Common cooperation with the professional workplaggsbe organized with
for designing, implementation, and the aim to provide required quality of works in pection with the design
operating NS PUI. implementation, and operation the Backbone. Uraiged handling of th

(m) mentioned contracts and agreements would restlrim to the interests of the
parties, protected by law, and in particular of fghority, as the sponsor ¢f
the Backbone, which would be disadvantageous tantieeests of the Slov
Republic. T

50. | Project documentation of NS PUI system Documents concerning the projection activitieshd Backbone system in all

phases of the projection. As a consequence of hoaséd handling of th
(m) subject of the documentation, it would jeopardizeriests of the state and the

parties, with the impact on the obligations at ovadi and international leve|,
and thereby it would result in grave damage to itlierests of the Slov




Republic.

51.

Project documentation of NS PUI sub-
systems.

(m)

Documents concerning the projecting activitiesudf-systems of the Backbone
in all phases of projecting. As a consequencenaluthorised handling of the
documentation, it would harm the interests of aybaicthe state administratiof,
and thereby it would result in simple damage to ititerests of the Slovak
Republic.

52.

Project documentation of NS PUI elemen

[S.

(m)

Documents concerning the projection activitieshaf Backbone elements in all
phases of the projection. Unauthorised handlinthefdocuments would cauge
harm to the interests of the parties, protectedaly and in particular of the
Authority, as the sponsor of the Backbone, whiclude disadvantageous [to
the interests of the Slovak Repubilic.

53.

Managing system acts on NS PUI.

(m), (o)

Documents concerning the managing process of gnegecimplementation
and operation the Backbone at the highest managued with the emphasis gn
main acts, in particular the planning and assessitgg. As a consequence|of
unauthorised handling of the subject of the docuatem, it would jeopardiz¢
the interests of the state, and thereby it woukdiltein grave damage to the
interests of the Slovak Republic.

54.

Managing, organizational, managerial act
on NS PUL.

(7]

(m), (0)

Documents concerning the management process aagbiray, implementation,
and operation the Backbone at level of managexkpegence - in particular
commissions, decisions, inspections. As a conseguesf unauthorisegl
handling of the documentation, it would harm thteliests of a body of the stgte
administration, and thereby it would result in siendamage to the interests|of
the Slovak Republic.

55.

Managing acts at the working level of NS
PUL.

(m), (o)

Documents concerning the management process aagbiray, implementation,
and operation the Backbone at the level of commuperaiive activities — if
particular meetings, methodical directions. Unatifed handling of the
documents would cause harm to the interests opénies, protected by law,
and in particular of the Authority, as the sponsiothe Backbone, which would
be disadvantageous to the interests of the SloegkiBlic.

56.

Operating documentation of NS PUI
system.

(m), (0)

Documentation related to recovery, testing, indpacttraining, technical
signature, manuals, instructions for use and maamee of the Backbore
system. As a consequence of unauthorised handlindpe subject of th
documentation, it would jeopardize the intereststhaf state, and thereby

\1%4
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would result in grave damage to the interests ®Slovak Republic.

e

57. | Operating documentation of NS PUI Documentation related to recovery, testing, ingpacttraining, technic
subsystems, its control and communication signature, manuals, instructions for use and miaamee of the Backbo?’l
software. (m), (0) subsystems. As a consequence of unauthorised hgraflthe documentatio

it would harm the interests of a body of the stdeninistration, and therebyy|it
would result in simple damage to the interesthefSlovak Republic.

58. | Operating documentation of NS PUI Documentation related to recovery, testing, ingpacttraining, technic
elements, its hardware and software signature, manuals, instructions for use and maamee of the Backbone
configuration. (M), (0) elements. Unauthorised handling of the documentsldvoause harm to the

interests of the parties, protected by law, angarticular of the Authority, a
the sponsor of the Backbone, which would be disaidggeous to the interegts
of the Slovak Republic.
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